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PERDIDAS MILLONARIAS A NIVEL MUNDIAL

Country of NetLoss Mastermin Members
Infection vector
Heist (USD) d Group Nationality

Bank Network $45
Multiple Unknown  Turkish
Breach[1] Million

$450 Ploutus
Mexico ATM Malware[2] Venezuelan
Million Team

$28
Russia Spear Phishing|[3] Buhtrap Russian
Million

$12.7
Card Cloning[4] Unknown Japanese
Million

Bank Network $2.5 Romanian,
Taiwan Unknown
Breach[5] Million Moldovan







0

®* Instalando el Malware desde la maquina del atacante

v'Se monta el disco como unidad esclava
@
v'El ladron se conecta a la Laptop de la mula via Wi-Fi dongle
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Windows-based
applications

Y

ﬂ XFS APIs J\‘ ©

XFS Manager y Configuration
Information

XFS SPIs ]
_ i 4 ~_

Service H
providers

®* Mensaje de KAL en relacion a Ploutus-D: “All XFS-compliant ATMs are at risk from this

malware”

/7‘ El Dispensador entrega dinero a quien se lo pida ®



ATMDESK/PRO V8

.SUPERVISOR FUNCTIONS >
.DEVICE DIAGNOSTICS >
.CONFIDENCE TESTS >
.LOGS AND TALLIES >




Floutusservice, MemoryData, ¥¥MC = new XFSVendorModeClass();

FloutL HMem X ActivelnterftaceChanged += new _IXFSWendorModeEven
FloutL Mem X ActivelnterfaceSet += new  THFSY orModeE s 0
FloutL MEm : Awvailabili tyChang 1ew  TXRFSWendorModeEs
FloutL W MeEm ) Entered += new _ITXFiWendorp vents EnteredEy an
FloutL W Mem ¥ C . EntryRequested += T F?"HndurHHdHE ‘ents Entry
FloutL wice ., Memn : Exited += new _IHFSV:Hdur odeEvents ExitedEwentHa
FloutL wiCe ., Memn ) JExitRequested += new _IX hWPﬂdnandEEw nts_ E 1 tRe
FloutL Mem : .UnahleT---tﬁrfi relnterface += new ’

FloutL MEm : e uE ‘ent += new _IXF "Hndurﬁudw =i
FloutL HMem X C . XFZErrorEvent 1ew _TXFS WendarModeEvents _KF5Err
FloutL W g g1 »

Flouty
FloutL

.||+11_— II|:u:|-41'|-Lu'r| 0,
FProgram, NCEY  UpdateText("Vendor Init OK"];
MemoryData, VDMZtatus true;

]
m

m

Floutussery
returmn;

m

ifT (Floutusiervice.MemoryData, X¥MC, SystemMode , ToString () Equals( " VDM MORMAL™ )]

wice,MemoryData, XML, FEequestEntry();
wice, MemoryData, XWHMC, AcknowledgzeEntryREequest(];




private static woid wdm_Entered(>ystem.DateTime time5tamp)

i

Floutusiervice Utils. Updatelog(system. 5tring. Concat("vdm Entered: ", timeitamp)):
Floutuszervice.MemoryData . YDMEntered = frue;
Floutuszervice.,VdmnManager . Command(];

private static woid Command( )

i

FloutusSerwvice Utils. Updatelog(&ystemn,.5tring. Concat("Call Class:", FPloutusterwvice.MemaryData. CommandTypel);

if [(FloutusService.MemoryData, CommandType == 1]

i
[new Zysten,.Threading. Threadinew System.Threading. Thread>tart(Floutuszervice, YdmManagzer . DispenseThreadlll. Starti];
return;

i

- ———

private static woid DispenseThread(]

i

FloutusZervice.DispencelClass dispencellass = new FloutusService.DispenceClass():
dispencellass. >tart();




®* Demas = Padpin (Tyupkin), Alice, Ripper, GreenDispenser, SUCEFUL

K COMO LO VACIAN LOS DEMAS?

® Se aprovechan de un leak del manual de programacion de NCR
O

eadx [esp+104h+var_F4], ©
1D4CAh : 128488 eax, eax

eax, [ebp+uar_ 3C] i eax
eax word ptr [esptlOihtuvar_F8], ax
eax, word ptr [ebx] eax, [espti0ihtuar_Fi4]

12Eh : WFS_CHD CDHM DISPENSE | | o

Edn eax, [esptl1BChtuar_F&]

[ebp+var 1F], 8 , eax

[ebp+var_ 23], edi eax, word_H4C8GE

[ebp+var 36], 1 : 203 : WFS_CMD_IDC_EJECT_CARD

-\ GreenDispenser : cax
dE-uFEEjEEUtP S - p - ds:WFSExecute

short loc_401FAQ Ripper

hResult =  WFSExecute( hService,
WFS_CMD CDM DISPENSE,
&tDispense,
TWO_MINUTES,
&1lpResult




4w  AgilisConfigurationUiliby, exe
ot PE
I =-B References
bl Resources

DispenserClass @OZO00004 >
using System;
using KXCashDispenserLib;

(T

b {} -

4 {} Kalignite 4 namespace Kalignite
b #*2 EinData @0Z000006 - L /7 Token: Bx@2006684 RID: 4
b ¥ Command @02000012 7 public class DispenserClass
b *2 CommandaPP @02000011 3 I
D'"S Config @0200000E 9 f/ Token: 8w8e00881B RID: 27 RVA: exBee82867 File Offset:
D"'[: CrypbClass @O2000004 18 static DispenserClass()
b # DenominationTable @020000 11 { N
P *2 DispenserClass @02000004 e E}ESS?--'“-E*H'E-' ‘Zig"ﬁ';{};S P -
b #¢ KaligniteForm @02000010 £ ispenserClass.YkjoIve - new ashDispenserClass();
b ‘[: evboard @O2000008 14 DispenserClass.int @ = @;

&ynnar 15 DispenserClass.boocl @ = fTalse;
b #g MemoryData @0200000F 16 DispenserClass.string @ = string.Empty;
b ¥ FrintScreen @02000003 17 DispenserClass.int_1 = @;
\ P 3 ReadFile @02000000 18 ; =

P #% Ltils @02000005







Instalacion via USB /CD-ROM

Desconexion de Disco Duro
Desinstalacion de software de seguridad

Malware running inside ATM

Infeccion de cajero desde la red bancaria - Ripper

Replay Attack desde la red bancaria
(transaccion “legitima”)

Offline Attack
Desconexion del Casete (USB, RS232)

Offline Attack: Reemplazo de Disco Duro

Bloque de puertos

NCR Secure Hard Disk Drive Encryption
Terminal Security Hard Disk Encryption (Diebold)

Expensive? Need to upgrade Hardware?

NCR /Diebold Products (App Whitelisting)
AV /IPS

Encryption — FAILED
Whitelisting — Talvez funciona
AV/IPS - FAILED

Encryption — FAILED
Whitelisting — FAILED
AV/IPS - FAILED

Encryption — FAILED
Whitelisting — FAILED
AV/IPS - FAILED

Sin Secure Boot, ni Superman lo detiene













PATENTE EN PROGRESO

\/lmplemen’r oJe

* Ejemplo: Rechaza retiros duplicados dentro de un lapso de 3 minutos
® Rechaza arbitraria seleccion de casete para retiro
@
/‘ La seguridad de SmartD depende de la seguridad de la boveda




PATENTE EN PROGRESO

{

Secure Proxy

BANK
HACKED

Ploutus

SECURE VAULT

/o \

ANOMALY DETECTED!!
l.)‘r
A  Sigowi?_

DISPENSER
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