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Experiencia

Llevamos mas de 7 anos en el sector de seguridad de la informacion Defensa y Banca

Hemos auditado modelos de Cajeros ATM de Multiples marcas (casi todas), ademds somos la
empresa que mas experiencia tiene auditando cajeros de la region.

Tenemos experiencia en Software XFS (casi todos los software XFS)

En total mas de 44,000 ATMs cubren algunas de nuestras recomendaciones
Mas de 30,000,000 USD en resoluciéon de casos de faltantes de efectivo
Monitorizamos miles de ATMs mediante nuestras soluciones de ATMs

Hemos dictado cursos de Seguridad en Cajeros automadticos a mas de 50 instituciones bancarias en
latino américa.

Formamos parte de varias asociaciones y consejos de seguridad en ATMs
Desarrollamos soluciones para Seguridad y monitorizacién para Cajeros Automaticos
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Hardware Anti skimming Software

THE FIRST CUSTOM DESIGNED PRODUCT FOR

A\ ) TMDSECURITY checker m”‘

ATM SECURITY

gz W McAfee

\/f Symantec

SS21sec
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Sensores, Anti-cash trapping, Camaras etc..
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The number of ATMs installed worldwide grew by 3% to 3.3
million in 2016. As in recent years, the vast majority of new ATMs
were installed in Asia-Pacific

Numero de ATMs
en millones en todo
el mundo




Cajeros automaticos (por cada 100.000 adultos)
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Cantidad de ATMs por persona en latino América
Figura 14. Niomero de cajeros automaticos por cada milién de habitantes, 2009-2014
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Reportes de Ataques ATMs EUROPA

EUROPEAN ATM CRIME STATISTICS - SUMMARY

ATM Related Fraud Attacks H1 2012 H1 2013 H1 2014 H1 2015 H1 2016 % +/- 15/16
Total reported Incidents 9,595 12,676 7,345 8,421 10,820 +28%
Total reported losses €131m €124m €132m €156m €174m +12%

ATM Related Physical Attacks H1 2012 H1 2013 H1 2014 H1 2015 H1 2016 % +/-15/16
Total reported Incidents 968 1,007 1,032 1,232 1,604 +30%

Total reported losses €8m €10m €13m €26m €27m +3%

EAST also reported a 28% increase in ATM related fraud attacks, up from 8,421 in H1 2015 to 10,820 in H1 2016.
This rise was mainly driven by a 281% increase in Transaction Reversal Fraud (up from 1,270 to 4,840 incidents).
The downward trend for card skimming continues with 1,573 card skimming incidents

reported, down 21% from 1,986 in H1 2015.




E U RO PO L 26 September 2017 - 20H00
Europol warns banks ATM cyber

attacks on the rise




Malware

+  [J KERNEL32.0LL - | NA 20 (0x0014) | WFSCleanUp
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Frst found: 2009
Language: Delph
Goai. Dispense/skim

First found: 2015
Language: Bosland C.
Goal: Prototyping tool

.
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First found: 2014
Language: Net
Goal: Dispense

First found: 2013
Language: .Net
Goal: Dispense

First found: 2015
Language Visuai Ci
Goal: Dispense

NeoPocket

First found: 2014
Language: VB
Goal: Skim
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PIN pad
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ECE .

SKIMER September 2014

First ATM malware variant

observed Most likely attributed to PADPIN
Countries targeted: Russia and Multiple ATM hacks

Ukraine Country targeted: Malaysia

Perpetrators: Linked to the
Eastern European crime scene

October 2014

Criminal group arrested in London
Reported loss: €2M

Countries targeted: Malaysia,
UK., Germany, and Canada
Perpetrators: Most likely tied to
the group in Malaysia incident

January 2016

PADPIN
Bank fraud arrest
Reported loss: €13.5M

Perpetrators: A criminal group in
Romania

April 2016

A July 2016

Multiple ATM attacks™

Reported loss: $800,000 Multiple ATM hacks®
Countries targeted: Russia and Reported loss: $2M
Kazgkhstan Country targeted: Talwan

Perpetrators: Most likely
connected with Eastem European
organized crime group

Perpetrators: Most likely
connected with Eastern Ewopean
organized crime group

July 2016 August 2016

Three foreign citizens arrested in
Taiwan for cash-out®
Perpetrators: A 16-member
international crime ring

RIPPER
Multiple ATM attacks™
Reported loss: $13M
Country targeted: Thailand
Perpetrators: Most likely

November 2016 connected with Eastern European

ALICE o a7 organized crime group

A brand new ATM malware family
found™®

ATM hacking arrest®
Reported loss: €3M

Countries targeted: Talwan and
Belarus

Perpetrators: Five Romanian and
Moldovan individuals

Frecuencia en cantidad de
veces al ano

Cantidad de software malicioso
identificado durante el afno en
cuestion
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Arquitectura XFS
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Arquitectura XFS

El API del XF'S tiene las siguientes funciones, estas funciones pueden usarse tanto
para la operatividad normal como para el uso indiscriminado del malware:

* Funciones basicas — StartUp/CleanUp, Open/Close, Lock/Unlock, y Execute, son
funciones comunes a todas las clases y dispositivos XFS.

) )
suspender y Resume.

« Comandos especificos — son usadas para requerir informacion del servicio o
dispositivo en concreto y inicializar funciones puntuales.

Estos comandos especificos se envian a los dispositivos y son parametros como
GetInfo y Execute




WOSA XFS Multivendor

« void DispenseAndPresent(long Amount, VARIANT NoteCounts,
BSTR Currency, BSTR MixAlgorithm, long Timeout)

XFS — Agilis
*  WFSExecute(hServ, WFS CMD CDM DISPENSE, (LPVOID)
&cmdData, dwTimeOut, &wfsResult);




Ataques que requieren acceso fisico

E—

Manually install Run malware Send commands Dispense cash

malware via USB and access to ATM via XFS
or CD special menu
e Skimmer
* Plotus

* Padpin/Tyupkin
 GreenDispenser
* Alice




Ataques

THE ATTACKER USES A KEY PURCHASED ON THE WEB OR FROM AN INSIDER.

THIS VIDEO IS A PROOF-OF-CONCEPT OF A MALWARE ATTACK AGAINST AN ATM.



Ataques Mediante la Red

 Ataque en Taiwan en Julio
2016
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Software Exchange

Financial Services MA I_WA RE

XFS: J/XES
« Agilis * Procash/Probase
* Phoenix
« Comunicacion Host —
WOSA XFS ATM
« KAL  |SO 8583
« NCR « NDC/DDC

Dispenser communications can encrypted

EPP can be connected to HSM

Network Communications can have VPN configured
Windows you can find a White listing (end-point
security)




MALWARE

AgilisShell.exe

Java - Microsoft .net Framew~_. 4.0

Ny -

Diebold

ACU OSD+ TmpTool.ex® logViewer

Java Virtual Machine JVM

Diebold XF'S

| Msxfs.dll Empower EJD server

-

usboi.sys snapi.dll

Hardware

EPP Dispenser Card Reader Printer Network Card




MALWARE

ulmntapp.exe

\/

\/

NDC/DDC Comunicaciones

Program files/NCR Aptra

Program Files/Common files/ncr o

=] |-
.
Msxfs.dll WOSA services
— L
N4
usboi.sys winusb.sys
N7
N
EPP Dispensador Card Reader Printer Network Conector




MALWARE

| |

NcrDispl.dll UsbEpp2.dll NCRUsb80.dll

g

winusb.sys (kernel)




Kalignite Platform is open at both the application interface and the hardware

interface.

Application Interface

VBScript, Visual Basic, C++, ...

(

ActiveX

Kalignite Platform

XFS or OPOS

} J

Hardware Interface
Independent of vendor

Big Bank Server

KAL based KAL
App on based

ATM App on
Vendor 1 ATM
Vendor 2

The Big Bank application based
on the Kalignite Platform works
on all vendor hardware.

KAL
based
App on
ATM
Vendor 3







ATM PC

ATM Application

l

XFS Manager

1
KXCashDispenserLib

|

Card
SP

Printer || PinPad
SP SP

Dispenser
SP

BinData

BinData result;

result = binData;

BinNo)

ESY\DBD_AdvFuncDisp'

3IN" + BinNo,



Taxonomia de UN ATAQUE

Taxonomia Seguridad Logica Taxonomia Seguridad Fisica

(P-OFF) Ram raid

Tipo de e
Vector de ataque e Sub tipo (P-OFF) Smash and grab
Dispensador Fisico Explosives (Liquido) [P."L-ONJ Ca'rd trf’zlpplng §
. (P/L-ON) Skimming 3
Tipo de : ; o 8
Vector de ataque b Sub tipo Dispensador Fisico Explosivos (S6lido) (P/L-ON) Shimming N
: : R
o I3 N
Dispensador Logico Black box Dispensador Fisico Explosivos (G aseoso) [P-ON:) TRE /1 3 ; §
(P-ON) Cash trapping | /I 3
Dispensador Légico Insider (ETV/ING) Dispensador Fisico Perforacion - Incisién s
5
¥
CPU Logico PAC-MITM Dispensador Fisico Perforacion - Calor §
CPU Légico Utilerias no autorizadas Dispensador Fisico Robo (L-OFF) Malware N
CcPU Logico Mahvare CcPU Fisico Perforacion - Incision (L'O.FF).UnaUthonzeq L 3
- - — applications and services A
Camalde: . idges e Mamictiemiddieles | Lenl Fisico  Perforacion - Calor (L-ON/OFF) PAC=MITM |
comunicacion MITM) :L OEF) B < Kb
Canal de Légi Passive Man-in-the-midd!e (P- CPU Fisico Robo l 5 ) E.ic. ox.
IR CACION ogico MITM) L (L-ON) Malicious dispense orders
Canal de .. ! CPU Fisico i = (L-ON) Malware distribution
- Logico Host spoofing Shimming ;
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CPU Fisico Vandalismo . . ’
Host Logico Malicious dspense orders Man-in-the-middle (A-MITM)
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= S PR sl e Man-in-the-middle (A-MITM)
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Requiere presencia constante

Ataque lgico
Ataque fisico

No requiere presencia constante




RECOMENDACIONES
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RECOMENDACIONES

Rule 1: Secure the BIOS Rule 2: Establish an Adequate Operational

Password Policy for all Passwords

Rule 3: Implement Communications
Encryption Rule 4: Establish a Firewall

Rule 5: Remove Unused Services Rule 6: Deploy an Effective
and Applications Anti-Malware Mechanism




RECOMENDACIONES

Rule 7: Establish a Policy for Applying Rule 8: Establish a Regular Patching
Secure Operating System Hotfixes Process for all Software Installed
. . Rule 10: Ensure the Application Runs
Rule 9: Disable Windows Auto-play in a Locked Down Account with Minimum
Privileges

Rule 11: Define Different Accounts for :
Different User Prvileges Rule 12: Deploy a Remotely Authenticated
: g Hard Disk Encryption Solution




RECOMENDACIONES

Rule 14: Perform a Penetration Test of
your ATM annually

Rule 13: Ensure Communications between
the ATM core and the Dispenser
is protected

Rule 16: Consider the Physical Environment

Rule 15: Use Software Distribution of ATM deployment




Herramienta para colaborar en la informacion de
los tipos de ataques

ATM SECURITY ALERTS

http://atmalerts.org/




Especialistas en seguridad para canales alternos

Rafael Revert
Rafael.revert@cyttek.com

www.cyttek.com

Gracias ...




