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Development of National Cybersecurity Strategies

Trainings, Workshops and Technical Missions

Cybersecurity Exercises

Development of national CSIRTs and a regional CSIRT Hemispheric Network

Awareness Raising, Research and Expertise

What the OAS does on Cybersecurity 
issues?



Need for more tangible and reliable data

Need for baseline data to better monitor regional developments in cybersecurity

OAS experience with previous reports

Increasing interest from member states

Why this report?

• 2013: Latin American and Caribbean Trends and Government Responses
• 2014: Latin American + Caribbean Cybersecurity Trends
• 2015: Cybersecurity and Critical Infrastructure in the Americas 

Inter-American Development Bank (IDB) support to cybersecurity issues



Expert Contributions

Country Profiles

Overview-2016 Cybersecurity Report

• Cyber Confidence Building and Diplomacy in Latin America and the Caribbean
• Cybersecurity, Privacy and Trust: Trends in Latin America and the Caribbean
• Incident Response Capacity Building in the Americas
• The State of Cybercrime Legislation in Latin America and the Caribbean 
• Digital Economy and Cybersecurity in Latin America and the Caribbean
• Sustainable and Secure Development: A Framework for Resilient Connected 

Societies

• 32 countries from Latin America and the Caribbean region



OAS – IDB Agreement. 

Regional Activity in October 2014 for launching this initiative. 

Initial support from Microsoft to identify key areas of study. 

Partnership with the University of Oxford to develop an “Application Tool” 
based  on the Cybersecurity Capability Maturity Model (CMM).

3-4 intense weeks of work, making substantial adaptations to CMM for the 
LAC region.

“Backstage”



In-country application of the CMM and distribution of digital survey.

Desktop Research and consolidation of other sources of available data.

Validation process of approximately 60 days of the application tool. 

Lots of trial & error, amendments and back and forth!

“Backstage”



Timeline



CMM - 5 Dimensions



CMM - 5 Levels of Maturity



Observatory



How the report looks?
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18 countries have NOT 
identified “key elements” of 

their National Critical 
Infrastructure 

27 of 32 countries 
do not have cyber 
security strategies

24 do not count with 
mechanism for planning and 
coordination on Critical 
Infrastructure Issues

Challenges in the region



26 countries in the 
region do not have a 

structured cybersecurity 
education program

In 20 countries no command and 
control center exist, and in another 
7 this function is performed 
without formality

In 28 of the 32
countries, there is no 
national cyber security 
awareness programs

Challenges in the region



Challenges in the Financial Sector

There is limited formal/informal channels of communication between the Financial Sector and national 
incident response institutions.

Attacks are getting more sophisticated everyday and the response time is getting shorter.

Terrorist and criminal organizations have identified the internet as one of their primary sources for 
revenue.

Lack of proper regulation and legislation. Financial Sector institutions don’t need to be afraid to these 
words, instead they must need to take part of the dialogue.

Unregulated electronic currencies is a revenue stream for criminals and they make it difficult for law 
enforcement to trace.
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What are we doing?



OAS Regional Approach

CICTE
Secretariat

REMJA Cybercrime
(Legislation)

CITEL
(Telecommunications)

OAS Hemispheric Cyber Security Strategy (2004)

Declaration “Strengthening Cyber Security in the Americas” (2012)

Declaration “Protection of Critical Infrastructure from Emerging Threats” (2015)

Declaration “Strengthening Hemispheric Cooperation to Counter Terrorism 
and Promote Security, Cooperation and Development in Cyberspace” (2016)



National Cyber Security 
Strategies



Colombia
(2011 & 2016)

Panama

2013

Jamaica
2015

Trinidad and Tobago

2013

National Strategies Adopted



Guatemala PeruParaguay

DominicaCosta Rica
Dominican 
Republic

National Strategies under development

Suriname



National Cyber Security Strategy 
Development Process



Member state appoints a local 
point of contact, who will be 
responsible for leading the 

national cybersecurity strategy 
development process. 

Member state identifies relevant 
stakeholders and establishes a 

working group in charge of 
developing the national strategy.

Survey results are analyzed and 
a summary of  key findings and 

emerging national priorities are 
identified.

ACCEPTANCE OF ASSISTANCE ESTABLISHMENT OF 
WORKING GROUP

SURVEY RESULTS

Letter of request from member state 
submitted to SG/OAS

Desk-Study is conducted of 
country's existing polices and 

legislative framework in relation to 
cyber security.

Questionnaire (developed by OAS) 
is distributed to key stakeholders 
identified by the member state to 
further assess country situation.

REQUEST OF ASSISTANCE

RESEARCH PREPARATORY WORK



In-situ visit is conducted with 
member state's officials and all 
relevant stakeholders for the 

national cybersecurity strategy 
development process.

Stakeholders are placed in working groups 
based on broad national priorities and 
consulted to identify activities, roles, 

responsibilities, and time frame for 
implementation and possible costs.

The working group with the 
support of the OAS prepares a draft 
taking into account  findings of the 

consultations and international 
best practice. 

Draft strategy is validated on 
another in-situ visit and finalized 
for adoption and official approval 

by Government. 

Comments and amendments are 
incorporated.

DEVELOPMENT OF DRAFT STRATEGY 

REVIEW OF DRAFT 
STRATEGY

IN-COUNTRY VISIT DRAFT STRATEGY ADOPTION OF STRATEGY



Technical Training, Workshops 
and Technical Missions



Regional and Sub regional technical training and workshops on  various skillsets  e.g. 
industrial control systems and critical infrastructure protection, cybersecurity 
incident handling and digital forensics.

Variety of country-specific technical training based on needs.

Workshops on exchange of best practices to encourage information sharing. 

Tailored in-situ missions with the participation of recognized experts to address 
specific country needs.

Technical Training, Workshops and 
Technical Missions



Webinars on cybersecurity topics, including developing trends and new tools.

Approximately 30 activities per year.

Over 4,500 participants benefited from our events since 2003. No only government 
officials, but also civil society, academia, private sector, critical infrastructure operators.

Model is based on south-south collaboration and global exchange of best practices. 



Cybersecurity Exercises



8 National Exercises to date and 3 Regional Exercises.

With the support of the government of Spain, the OAS organized the first International 
CyberEx in 2015 and 2016:

There are a variety of themes and process that these exercises cover. It is important to 
identify the right fit for you!

Cybersecurity Exercises

• 300+ regional and international participants
• 45 teams
• 21 participating countries
• 2 day Capture-the-Flag Exercise

With the support of the Department of Information and Technology Services (DOITS) 
of the OAS, we have built a robust virtual platform to carry both national and regional 
exercises.



Development of 
National CSIRTs



22 National CSIRTs in the Americas. Only 5 in 2004.

Every CSIRT has a different level of maturity.

OAS provides technical support + equipment.

Development of National CSIRTs

“Best Practices for Establishing a National CSIRT” - in-house designed 
methodology to establish and improve CSIRTs in the Americas .





Comunicación en tiempo real | 
Intercambio de información | Proyectos colaborativos



Facilitate real-time communication and information sharing.

Provide early warning feeds and alerts.

Identify incident trends in the region.

Facilitate online and real-time collaboration between national CSIRTs.

Virtual sandboxes to develop tools. 

Online platform designed to: 



• Chat and multichat

• Forum

• CSIRTs news
• (ftp) - performance 

improvement for second 
half of 2016

• Early warning systems

Technological platform / to offer

BASIC SERVICES

• Polls

• Events

• Digital Library

• Directory

SPECIALIZED SERVICES PARTNER SERVICES

• International Partners

CSIRT of the Americas / for

CSIRT NationalCSIRT GobCSIRT PoliceCSIRT Defense 



Unify the 
Community



Alerts
Vulnerability: “jdownloads” | “ joomla core”
Same attacker : MuhmadEmad
period of time: 6 hours
At 53 websites
At 5 countries affected 
Action: 

Early 
Regional
Warning



AlfabetoVirtual:  continued attacks | AR,VE, CL, US, MX |  Gov,gob sites

North

South

Early 
Regional
Warning



Awareness Raising, 
Research and Expertise



Raising cybersecurity awareness through multi-stakeholder outreach.

Producing research and data focused on cybersecurity in Latin America and the 
Caribbean region.

Developing expertise in the area of cybersecurity from the Latin America and 
the Caribbean region.

Awareness Raising, Research and 
Expertise





Promote the establishment of cybersecurity working groups (financial 
sector) in each of your countries

Organize cybersecurity crisis management exercises at the national and 
regional level

Encourage the establishment of financial sector incident response teams 

Implement cybersecurity awareness campaign for employees and customers

Reach out to government representatives and support the development of 
National Cybersecurity Policies and Strategies

Our Recommendations

SHARE! Information, threats, attacks, lessons learnt, etc. 



Conduct a study on cyber security and the financial sector in Latin America 
and the Caribbean. (Your commitment is essential!)

Organize a workshop for the financial sector and incident response 
representatives from the LAC region

Participate in the upcoming International CyberEx2017

Participate in the upcoming 2017 Summer BootCamp

Our Proposal

The Financial Sector is a part of the Critical Infrastructure of the Americas 
and we are here to work with you! 



“Through the driving force of the IDB and OAS, the 
region is the first in the world to undertake this 
deep and broad understanding of cybersecurity 
capacity across an entire region using the CMM.” 



Thank you!
Merci

Gracias
Obrigado

Belisario Contreras

Cybersecurity Program Manager
Organization of American States

BContreras@oas.org

@belisarioc


