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Evolucion Del Malware De Atms

	  SUCEFUL	  (el	  
primer	  malware	  
multivendor)

Carbanak
	  Tyupkin	  y	  sus	  
derivados

Ploutus	  

?

———-2013———-_-__-__-__——————— — - - — - - - - — - - - -  -  Oct 2015

Russia/
Ukraine	  
Malware	  



Jack reprogrammed the ATM remotely over a network, without 
touching the machine;  

• The Tranax hack was conducted using an authentication bypass vulnerability 
that Jack found in the system’s remote monitoring feature, which can be 
accessed over the internet or dial-up, depending on how the owner 
configured the machine. 

• an attacker would need to know an ATM’s IP address 

• War dialing 

• Upload software or overwrite the entire firmware on the system.  

• Installed a malicious program (Scrooge). 

• Initiated in two ways: 

• touch-sequence entered on the ATM’s keypad  

• inserting a special control card. 

Jackpotted 2010: Barnaby Jack 



Eastern Europe Malware - April 2009



Trojan.Skimer.A – first trojan for ATMs 

Main target – interception of Track2 and PIN data 

Made in Russia or Ukraine 

First infection – November 2008, first notification – January 2009

Eastern Europe Malware - April 2009
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New ATM malware Backdoor.ATM.Suceful (the name comes from a 

typo made by the malware authors) 

• targets cardholders and is able to retain debit cards on infected 

ATMs, disable alarms, or read the debit card tracks. 

• the features provided are shocking and never seen before in ATM 

malware.

Suceful



Suceful



Suceful



• WFSOpen or WFSAsyncOpen APIs  (open sessions with the peripheral devices 
via the Service Providers (XFS SPIs) through the XFS Manager by calling) 

• WFSExecute or WFSAsyncExecute (specific operations to the peripheral 
devices) 

• WFS_CMD_IDC_READ_RAW_DATA (read all the track data and chip) 

• The WFS_CMD_IDC_RETAIN_CARD (retain the card) 

• WFS_CMD_IDC_EJECT_CARD (eject the card) 

• WFS_CMD_PIN_GET_DATA (Interact with the Malware via PIN pad= 

• WFS_CMD_SIU_SET_PORTS (Disabling ATM Sensors)  

• WFSAsyncExecute API (DLL Hooking:allows control and monitor all the 
commands issued to the peripheral devices) 

• SUCEFUL is the first multi-vendor ATM Malware targeting cardholders, created 
to steal the tracks of the debit cards but also to steal the actual physical 
cards, which is definitely raising the bar of sophistication of this type of threats.

Suceful
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Recommendaciones



• ATM Physical Access Controls 

• Prevent & Detect unusual things (DLLs, exe, etc etc etc…) 

• Protect BIOS 

• OS and Application Hardening 

• Change Atm Application Default Users and password 

• Enforce encrypted pairing authentication for key ATM components, 
particularly between cash dispenser and ATM controller 

• Set Dispenser protection to higher level for Physical Protection and 
Encryption 

• Hard Disk Encryption 

• Patching 

• Encrypted Comms (not just VPN)

Recomendaciones



Cursos Lnx



Cursos Lnx

• Foro LatinoAmericano de Seguridad en 
Medios de Pago - Asunción - mi. 18 
noviembre - ju. 19 noviembre 2015 

• Lead ATM Security Auditor [LASA] - Ciudad 
de Panamá - lu. 23 noviembre - mi. 25 
noviembre 2015 

• PCI DSS: Implementación y Gestión - 
Ciudad de Panamá - ma. 23 febrero - mi. 
24 febrero 2016 

• PCI ISA (Asesor de Seguridad Interno 
Certificado) - Ciudad de Panamá - ju. 25 
febrero - vi. 26 febrero 2016 

• Riesgo en Banca Electrónica y Canales 
Alternos (RBECA) - Lima - ma. 01 marzo 
2016 

• PCI DSS: Implementación y Gestión - Lima - 
mi. 02 marzo - ju. 03 marzo 2016 

• PCI DSS: Implementación y Gestión - 
Ciudad de Mexico - mi. 13 abril - ju. 14 abril 
2016 

• Riesgo en Banca Electrónica y Canales 
Alternos (RBECA) - Bogota - vi. 27 mayo 2016 

• Seguridad de Cajeros Automáticos - 
Asuncion - ju. 21 julio - vi. 22 julio 2016 

• Lead ATM Security Auditor [LASA] - Santiago 
de Chile - lu. 25 julio - mi. 27 julio 2016 

• Lead ATM Security Auditor [LASA] - Quito -  lu. 
05 septiembre - mi. 07 septiembre 2016 

• PCI DSS: Implementación y Gestión - Quito - 
ju. 08 septiembre - vi. 09 septiembre 2016 

• PCI DSS: Implementación y Gestión - 
Ciudad de Panamá - ma. 18 octubre - mi. 
19 octubre 2016 

• PCI ISA (Asesor de Seguridad Interno 
Certificado) - Ciudad de Panamá - ju. 20 
octubre - vi. 21 octubre 2016
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