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Latest	
  Trends	
  in	
  Cybersecurity	
  	
  

v  Collec&ng	
  and	
  integra&ng	
  ac&onable	
  
threat	
  intelligence	
  

v  Implemen&ng	
  cloud	
  security	
  	
  
v  Addressing	
  third-­‐party	
  risk	
  
v  Protec&ng	
  informa&on	
  at	
  the	
  

database	
  and	
  data	
  element	
  level	
  
v  Upgrading	
  security	
  awareness	
  

training	
  

THE	
  GOOD	
  GUYS	
  ARE:	
  

v  “Commercializing”	
  their	
  skills	
  
v  Intensifying	
  and	
  evolving	
  ransomware	
  

aBacks	
  
v  “Doubling	
  down”	
  on	
  social	
  

engineering	
  	
  	
  
v  Escala&ng	
  mobile	
  aBacks	
  
v  Pursuing	
  “soEer”	
  targets	
  

THE	
  BAD	
  GUYS	
  ARE:	
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Threat	
  Intelligence	
  –	
  Transforming	
  
Cybersecurity	
  Models	
  

7%	
  

8%	
  

16%	
  

27%	
  

41%	
  

Awareness	
  and	
  ConsumpHon	
  of	
  Cyber	
  
Threat	
  Intelligence	
  is	
  Growing...	
  

Par&ally	
  applied;	
  s&ll	
  
“long	
  way	
  to	
  go”	
  

Fully	
  embraced	
  and	
  
integrated	
  

Implementa&on	
  
within	
  12	
  months	
  

No	
  plans	
  

No	
  awareness	
  

Source:	
  SANS	
  

...As	
  OrganizaHons	
  Seek	
  to	
  Transform	
  
their	
  Cybersecurity	
  OperaHons	
  	
  

ü  From	
  reac&ve	
  to	
  proac&ve	
  

ü  Reduce	
  overwhelming	
  alerts	
  	
  

ü  Priori&ze	
  relevant,	
  targeted	
  threats	
  

ü  Integrate	
  intelligence	
  into	
  security	
  
systems	
  

ü  Informa&on	
  sharing	
  and	
  coopera&on	
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AcHonable	
  Threat	
  Intelligence	
  –	
  	
  
DetecHng	
  Breaches	
  Ex	
  Post	
  Facto	
  and	
  Reducing	
  Fraud	
  

EXAMPLE	
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Cloud	
  Security:	
  ExponenHal	
  AdopHon	
  
Fueling	
  Cyber	
  AOacks	
  

Source:	
  Alert	
  Logic,	
  hBp://www.rightscale.com/blog/cloud-­‐industry-­‐insights/cloud-­‐compu&ng-­‐trends-­‐2014-­‐state-­‐cloud-­‐survey,,	
  Global	
  Industry	
  Analysts	
  	
  	
  	
  

87%	
  of	
  
organiza&ons	
  are	
  
using	
  public	
  cloud	
  

$127	
  Billion	
  
Size	
  of	
  global	
  cloud	
  compu&ng	
  
services	
  market	
  by	
  2017,	
  
represen&ng	
  35%	
  CAGR	
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Third	
  Party	
  Risk	
  –	
  A	
  Complex	
  Challenge	
  

Third	
  parHes	
  are	
  
implicated	
  in	
  

20-­‐40%	
  of	
  
security	
  breaches	
  	
  
	
  

70%	
  of	
  aOacks	
  
with	
  a	
  known	
  moHve	
  
have	
  a	
  secondary	
  
vicHm	
  
	
  
	
  	
  
	
  

Source:	
  Verizon,	
  PwC	
  



MARKET OVERVIEW 

CYBER

The	
  “CommercializaHon”	
  of	
  Cyber	
  Crime	
  –	
  	
  
Example	
  of	
  Online	
  Marketplace	
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v  financially	
  driven,	
  organized	
  and	
  
sophis&cated	
  

v  Geographically	
  diverse	
  
v  Usually	
  disguised	
  in	
  darknets,	
  

invita&on-­‐only	
  forums,	
  and	
  
protected	
  by	
  cryptography	
  

	
  	
  

ACTORS	
  

v  Stolen	
  records,	
  exploit	
  kits,	
  
zero-­‐day	
  vulnerabili&es,	
  etc.	
  

v  “Crime	
  as	
  a	
  Service”	
  
v  SaaS	
  models	
  and	
  point-­‐and-­‐

click	
  tools	
  with	
  online	
  tutorials	
  	
  	
  
v  Vendor	
  guarantees	
  	
  	
  

PRODUCTS	
  	
  
&	
  SERVICES	
  

ACTORS	
  

v  Generally	
  decreasing	
  due	
  to	
  
oversupply	
  (e.g.,	
  credits	
  cards,	
  
DDOS	
  services,	
  botnets)	
  

	
  	
  PRICING	
  

v  Growing	
  due	
  to	
  prolifera&on	
  
of	
  plaaorms	
  and	
  technology	
  

v  Offset	
  by	
  increased	
  vecng	
  in	
  
more	
  sophis&cated	
  
marketplaces	
  

	
  	
  

ACCESS	
  

The	
  “CommercializaHon”	
  of	
  Cyber	
  Crime	
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Intensifying	
  and	
  Evolving	
  Ransomware	
  
AOacks	
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Ransomware	
  –	
  DD4BC	
  DDOS	
  ExtorHon	
  
Campaign	
  	
  	
  

	
  
	
  
From:	
  DD4BC	
  Team	
  [mailto:dd4bcteam@keemail.me]	
  
Subject:	
  DDOS	
  ATTACK!	
  
Hello,	
  
To	
  introduce	
  ourselves	
  first:	
  
hXXp://www.coindesk.com/bitcoin-­‐extor&on-­‐dd4bc-­‐
new-­‐zealand-­‐ddos-­‐aBacks	
  
So,	
  it’s	
  your	
  turn!	
  
Your	
  sites	
  are	
  going	
  under	
  aBack	
  unless	
  you	
  pay	
  25	
  
Bitcoin.	
  Please	
  note	
  that	
  it	
  will	
  not	
  be	
  easy	
  to	
  mi&gate	
  
our	
  aBack,	
  because	
  our	
  current	
  UDP	
  flood	
  power	
  is	
  
400-­‐500	
  Gbps,	
  so	
  don't	
  even	
  bother.	
  	
  	
  
Right	
  now	
  we	
  are	
  running	
  small	
  demonstra&ve	
  aBack	
  on	
  
one	
  of	
  your	
  IP’s.	
  Don't	
  worry,	
  it	
  will	
  not	
  be	
  hard	
  and	
  will	
  
stop	
  in	
  1	
  hour.	
  It's	
  just	
  to	
  prove	
  that	
  we	
  are	
  serious.	
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Intensifying	
  and	
  Evolving	
  Ransomware	
  
AOacks	
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v  Increasingly	
  sophis&cated	
  -­‐	
  involving	
  
DDOS,	
  intellectual	
  property	
  theE,	
  etc.	
  

v  Costs	
  go	
  beyond	
  the	
  ransom	
  fee	
  itself	
  
(e.g.,	
  network	
  mi&ga&on,	
  legal	
  fees,	
  
countermeasures,	
  loss	
  of	
  produc&vity)	
  

Source:	
  McAfee	
  Labs	
  Threats	
  Report	
  August	
  2015	
  

127%	
  increase	
  
in	
  2015	
  

Ransomware	
  Samples	
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Social	
  Engineering	
  –	
  Same	
  Old	
  Tricks,	
  More	
  
SophisHcated	
  TargeHng	
  and	
  ApplicaHon	
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Source:	
  ZeroFox,	
  Verizon,	
  Symantec	
  

4-­‐8%	
  
Of	
  social	
  media	
  
links	
  are	
  malicious	
  
in	
  nature	
  

f

23%	
  
Of	
  email	
  recipients	
  
open	
  phishing	
  
messages	
  and	
  11%	
  
click	
  aBachments	
  	
  

62%	
  	
  
Increase	
  in	
  data	
  
breaches	
  resul&ng	
  
from	
  spear	
  phishing	
  	
  



 MIAMI | TEL AVIV | WWW.Q6CYBER.COM 

 
Eli Dominitz, CEO  
eli@q6cyber.com 

Thank	
  You!	
  
 


