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THE GOOD GUYS ARE:

¢ Collecting and integrating actionable
threat intelligence

s Implementing cloud security

s Addressing third-party risk

*¢ Protecting information at the
database and data element level

*»» Upgrading security awareness
training
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THE BAD GUYS ARE:

» “Commercializing” their skills
Intensifying and evolving ransomware
attacks

» “Doubling down” on social

engineering
Escalating mobile attacks
Pursuing “softer” targets




Awareness and Consumption of Cyber
Threat Intelligence is Growing...

...As Organizations Seek to Transform
their Cybersecurity Operations

Partially applied; still 41%
“long way to go”

Fully embraced and

: 27%
integrated

Implgmenta‘uon 16%
within 12 months

No plans 8%

No awareness 7%

v From reactive to proactive

v Reduce overwhelming alerts

v’ Prioritize relevant, targeted threats

v’ Integrate intelligence into security
systems

v Information sharing and cooperation




EXAMPLE

Actionable Threat Intelligence —
Detecting Breaches Ex Post Facto and Reducing Fraud
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Cloud Security: Exponential Adoption “g
Fueling Cyber Attacks

d

@ 87% o ,/||' $127 Billion

organizations are Size of global cloud computing
using public cloud services market by 2017,
representing 35% CAGR
YEAR-OVER-YEAR COMPARISONS
CLOUD ENVIRONMENTS ON-PREMISES DATA CENTER
‘ 70% ‘68% 56% ‘ 60* ‘ 56% 52%
App Attack Suspicious Activity Brute Force Suspicious Activity Trojan App Attack
45% INCREASE 36% INCREASE 27% INCREASE 3% INCREASE 1% INCREASE 6% INCREASE

Source: Alert Logic, http ey,, Global Industry Analysts
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Third parties are
implicated in

20'40% of

security breaches

PR Newswire

Source: Verizon, PwC

A USM pic

COMmpany

70% of attacks

with a known motive
have a secondary
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Commercialization” of Cyber Crime
ple of Online Marketplace
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The “Commercialization” of Cyber Crime

ACTORS

PRICING

financially driven, organized and

sophisticated

Geographically diverse
Usually disguised in darknets,
invitation-only forums, and
protected by cryptography

Generally decreasing due to
oversupply (e.g., credits cards,
DDOS services, botnets)
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Stolen records, exploit kits,
zero-day vulnerabilities, etc.
“Crime as a Service”

SaaS models and point-and-
click tools with online tutorials
Vendor guarantees

Growing due to proliferation
of platforms and technology
Offset by increased vetting in
more sophisticated
marketplaces




Intensifying and Evolving Ransomware &
Attacks

/ NSAINTERNET SURVEILANCE PROGRAM

PRISM

COMPUTER CRIME PROSECUTION SECTION

©® YOUR COMPUTER HAS BEEN LOCKED! @

Your computer has been locked due to suspicion of illegal content downloading and distribution.

The illegal content (414 Mb of photo and video files) was automatically classified
as child pornographic materials.

The downloading and ditribution of illigal content, in whole or in part,

violate following U.S. Federal Laws:

e - - Thus it may be closed without prosecution.
18 U.S.C. § 2251 Sexual exploitation of chilcren (Production of child pornography
& f { YO parospsy) Your computer will be unblocked automatically.

Your case can be classified as occasional/unmotivated, according to 17 (U.S. Code) §512

18 U.5.C. § 2252 Ceratin activities relating to material it the sexual explotation
of minors (Possession, distribution and receipt of child pornography) In order to resolve the situation in an above-mentioned way
18 U..C. § 2252A Ceratin activites relating to material constituing you should pay a fine of $300
or containing child pornography

Any individual who violates, or attempts to violate, or conspires to violate mentioned
Laws shall be sentenced to a mandatory term of

; Exchange your cash for a MoneyPak voucher and use
Collactad technical data your voucher code in the form below:

Your IP addres:

Your host nam Code: |

SUBMIT |
Source or intermed te! 8 9 0 @
Location: (NI
Status: Waiting for payment
Permanent lock on 09/28/2013 8:46 p.m. EST

lllegal content found:

Where can | buy MoneyPak
L] B CUS KK [g] e v

N
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Ransomware — DD4BC DDOS Extortion

Campaign

From: DD4BC Team [mailto:dd4bcteam@keemail.me]
Subject: DDOS ATTACK!

Hello,

To introduce ourselves first:
hXXp://www.coindesk.com/bitcoin-extortion-dd4bc-
new-zealand-ddos-attacks

So, it’s your turn!

Your sites are going under attack unless you pay 25
Bitcoin. Please note that it will not be easy to mitigate
our attack, because our current UDP flood power is
400-500 Gbps, so don't even bother.

Right now we are running small demonstrative attack on
one of your IP’s. Don't worry, it will not be hard and will
stop in 1 hour. It's just to prove that we are serious.
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Fullname: DD4BC Team
Twitter: https://twitter.com/dd4bc

Twitterimage:
Klout: http://klout.com/dd4bc




Intensifying and Evolving Ransomware %G

Attacks

Ransomware Samples

4,500,000
o i
4,000,000 127% increase
in 2015
3,500,000
3,000,000
2,500,000
2,000,000
1,500,000
1,000,000
500,000
0
Q3 Q4 Q1 Q2 Q3 Q4

2013 2014

Source: McAfee Labs Threats Report August 2015
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¢ Increasingly sophisticated - involving
DDQOS, intellectual property theft, etc.

¢ Costs go beyond the ransom fee itself
(e.g., network mitigation, legal fees,
countermeasures, loss of productivity)

ASHLEY MADISaN'

Life is Short. Have an Affair.*

Q1 Q2
2015
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Social Engineering — Same Old Tricks, More g
Sophisticated Targeting and Application

4-8%

) STAT ES

Of social media Ny~
links are malicious
in nature g lntel‘na‘
Revenue
0 ice
23% Servic
Building

Of email recipients
open phishing
messages and 11%
click attachments

62%

Increase in data
breaches resulting

from spear phishing
12




Thank You!

Eli Dominitz, CEO
eli@gécyber.com
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