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What’s Hiding in Your Web App Perimeter?

* Jason Kent - @jkentakula VE RACO])E

* Wireless (802.11) Infrastructure

Security e Booth
+ Web Content Security * Building AppSec programs since
* Web Application Security 2006
* Bee Keeper o . _
e 10T enthusiast * Billions of equivalent lines of
 First SQLi 1998 code scanned

* Application Security Focused
* We are the monster
In your cornetr.
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WHO FIXES THE MOST
VULNERABILITIES?

What is the percentage of known vulnerabilities remediated by
each industry vertical, in order to reduce application-layer risk?

{32 81%

Manufacturing

P65

Financial Services

1K 60+

Retail + Hospitality

Technology

435% %

27 % Iml
Government

7T T T7T17T 17T 17T 7171
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Application Layer

More than 50% of all attacks o L LT
now target the application
layer*— yet fewer than 10% of
enterprises test all of their

I business-critical applications**.
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OWASP Top 10

A2: Broken AA4: \nsecure
Aqthentica:!tion Direct Object
and Session
References
Management

A7: Missing | A8: Cross Site
Function Level ; ‘
Access Control

A5: Security A6: Sensitive Data
Misconfiguration Exposure

A9: Using Known A10: Unvalidated
Vulnerable Redirects and
Components Forwards
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FAILED OWASP TOP 10

How many apps fail the OWASP Top 10
upon initial risk assessment?

RISK!

ﬁ 58« -msm RISK! ask CRISKRISKRISKE g, WISKL s 69 %

Financial Services Healthcare

70+ K

Retail + Hospitality

76% I@I
Government

{33 65%

Manufacturing

u
=
&

1y r 0Tl

Technology

VERACODE
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A general question.

* How many of you in the room work at an organization that writes any
amount of software?
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Over an 8 year range

* How many flaws per MB have we seen?

70 Flaws per MB
1MB is 1000 — 20000 lines of code

Average Mobile Phone game is roughly 20MB
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What is your web footprint like today?

Applications on the perimeter

® Marketing
M Revenue Generating
W 3rd Party Sites

- Extranet
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Do you know how many web applications you
nave?

* The answer is probably no.

* If you know the answer, you are probably off by 30%
* If you don’t know you have it, it’s a vulnerability.
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What does a good Application Security
program look like?

Asset ’ Asset

Protection Discovery
Secure SDLC Risk

Classification

\Vulnerability /
Management

Program




y

. cl@ab2d1s
Active Log q Retire apps ~

A Find Retire
Monitoring after use

\, o= [

Protection Discovery _
WAF Categorize

\ Implement

CSPP

Update
Inventory

Identify Platform

Threat Model external/internal

Inventory

Continuous q Secure SDLC RISk

improvement C|aSSIfIC3 on

N

Identify Risk

Build VUInerabIIIty Update Inventory
Server IDE M
Integrations Integrations a nagemen
Dynamic
Program Dineme
\ Source Code
Repo
Integrations
Known Infra
Vulnerable .
components Analysis

N

Logs
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Lets get the basics right.

* Rule number 1, if you haven’t done the first thing you must do that.

 Rule number 2, see rule number one.
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Asset Discovery — Inventory your footprint

* Every application can lead to some type of data on your footprint.

* Even something as simple as password reuse can lead to a huge
problem. - Chase

* Knowing what is out there can lead to finding logo reuse and branding
problems. - Rolex

» Systemic problems can be identified. - Patching
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But what about....

* RASP?
* |[AST?
* WAFs?

See rule number 1!



Target - an example of
not knowing enough

= Entry point to Target was through a vendor’s computer

= Credentials were found that allowed access to be gained to a
Target Web App

= An exploit was found in the Target Web App
The attackers used this as their bridgehead and Propagated
throughout the organization

Veracode Application Perimeter Monitoring is
designed to reduce the count of flaws and exploitable attack surface

AOnATO PRESENTS
® TARGET ATTACK BREAKDOWN

g Nov-Dec. 2013

meor 3 (G 7OM .+ @ 40M

S’ 3 @ $1,000,000,000°

Attackers’ steps

AORATO
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Chase Bank

e Chase sets up a charity fun run with an organization.
* Chase Employees sign up/register.

* Site breached, username/passwords acquired.

* Password reuse leads to Chase systems breach.



STEP 1

Discovery

INVENTORY
Web applications on
the web perimeter

UNCOVER AND RETIRE
Legacy, temporary
and unknown sites

DEFINE NEXT STEPS
Select web apps for a rapid
security assessment

cl@ab2015

Get an

INVENTORY!!!

Start with a
list of
domainsa. IPs-

project names-
Easilwtidentify

legacy sites

Start testing
NOW!

STEP 2

Baseline

RAPID BASELINE SCAN
Identify highly exploitable
vulns in perimeter web apps

TAKE IMMEDIATE ACTION
Reporting,
assignment to dev, WAF rules

Take action
on newly
discovered

apps

Add to your
vulnerabili
ty
management
program
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Increased coverage for same spend

Global Financial Services Organization

2,200 apps
1,000s of vulns

o

Acquired
sites

Spend

4x coverage

MPT

All other

Critical
apps

600 apps
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Helping Enterprises Succeed:

How a global manufacturer massively leveraged
the web to engage consumers

v' Need: Extend security coverage across all critical
applications worldwide

v Results: Massive scalability
Examined 30.000 domain names & IP addresses
Assessed 3.000 applications in & days
Now continuously monitoring and remediating every month
Reduced critical and high vulnerabilities by 79% in & months
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Che New Jork Times

Bits Blog. July 31, 2014

“.one of the principles I apply
to 1information security 1sn’t
security-related at agll- It’s
about simplification and
consolidation- /ly geeky term
for 1t 1s ‘attack surface

- Brad Maiorino. Target

reduction-’" IS0
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What’s hiding in your web application
perimeter?

* E-Commerce Applications

e Legacy Applications

e Shadow IT Applications

* Brand Associated Applications
* Vulnerabilities
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Questions?

*Q&A



cl@ab2015

hank You

 Andrew Foxcroft — VP of Channels
 Jake Alosco — Channel Account Manager
e Jason Kent — Technical Director, Channels



