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Figure 27: Top Web Sites Containing at Least One Malicious Link Figure 28: Top Web Sites Containing Ten or More Malicious Links
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Malware by Category
Percentage of New Unique Samples in 2009 H1
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Figure 29: Malware by Category, 2009 H1
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The figure below shows the geographical distribution of malware phone home

locations from the samples we collected for the first half of 2009:

I" 7
[
)| e
2&;

® U.S.A. ® Brazil ® Russia
China ® Germany ® United Kingdom

Figure 39: Phone Home Locations Geographical Distribution (Unique IPs), 2009 H1

Figure 53: Geographical Listnbution of Spam Senders, 2009 H1
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Trojan-Fraud Tool

Malware Trends by Category
Percentage of New Unigque Samples in 2009 H1
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Figure 37: Trojan-FraudTool Trend (2008 H1-2009 HT,
Figure 30: Malware Trends by Category, Percentage of New Unique Samples in 2009 H1 percentage of total samples collected)
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Breakdown by Functionality 2009 H1
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Figure 35: Trojan Trends, Granular Detail for Other Category, 2009 H1 Figure 33: Trojan Category Breakdown, 2009 H1
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Phishing Volume
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Figure 60: Phishing Targets by Industry, 2009 H1 Figure 57: Phishing Volume, Apr 2008-Jun 2009
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Conficker.C by Geography
Source: IBM ISS Managed Security Services
March 26-April 7, 2009
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Figure 42: Regional distribution statistics of Conficker.C a few days after we released the Conficker.C
P2P detection signature
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Tecnica usada por la delincuencia para enganar a las personas, ofrecen
beneficios economicos, premios, oportunidades unicas de negocio, necesidad de
actualizar sus datos o amenazas, con la finalidad de conseguir informacion
personal que le permita suplantar a la victima y obtener beneficios economicos.
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Mote: Click graph to download full report

Passwaord Stealing Malicious Code URLs
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- The number of crimeware-spreading sites infecting PCs with password-stealing crimeware

reached an all time high of 31,172 in December, and 827% increase from January 2003.

- Unigue phishing reports submitted to APWG recorded a yearly high of 24,758 in

Dacembar.

- The number of unigue keyloggers and crimeware-oriented malicious applications reached

an all-time high in July reaching 1,519 in July.

- Rogue anti-malware began to rise in July, skyrocketing in December to 9,287,
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;iDeszea ejecutar o guardar este archivo?

i Mombre: wer_postal. view=PO4a566d0919d7a .com
| Tipo:  Aplicacion M3-005, 44,0 KB

De: ugadates.com

Ejecutar || Guardar || Cancelar

l--"“~ Aungue los archivos procedentes de [ntermet pueden zer dhiles, este
ﬁ t||:u:| de archivo pue::le legar a dafiar el equipo. 51 no confia en el
argen, ho ejecute ni guarde este sofbware. FCual ez el nesgo’y
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How do you make sure that your old hard-drives are erased? You can use SEM's EraSURE
products to permanently erase the magnetic media. Simply insert your hard-drive into the unit,
and a small conveyor belt slowly takes the drive under two extremely powerful rare-earth
magnets. The process takes about 30 seconds.

The magnets are so strong that SEM officials say that the read/write heads are also rendered
useless. and if you find yourself in the desert with no power outlet and desperately need to
erase a hard drive, the EraSURE also comes in a hand-cranked version.
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Una cadena de tiendas sufre el robo de
EDERACION LATINOAMERICANA DE BANGOS datos de 46 millones de tarjetas de
credito

Sabado |

Clarin.com,x ; | a1

Inicio Titulos Secciones Suplementos Clasificados Servicios afectado a millones de estadounidenses y
britanicos.
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On the first day of the RSA Expo, thousands of attendees jammed into the expo hall to look at
the latest computer security wares. Little did they know that a trio of hackers had quietly set
up their BlueSniper gun one floor above them. John Hering, James Burgess and Kevin Mahaffey
scanned the attendees below, looking for vulnerable Bluetooth devices such as phones and
headsets.

The gun is an upgraded version of the one they showed off at Defcon 12 in Las Vegas. A
directional antenna amplifies the incoming Bluetooth signals, allowing the gun to tap Bluetooth
devices from hundreds of meters away. The information is fed into a gum-stick-sized computer
that is loaded into the gun like a magazine of ammunition.

The gun can scan for vulnerable devices and then list out available services., When a
vulnerable device is found, an exploit can be attempted.
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