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Fraud continues to grow world-wide

2010 — 285 million consumer records were breached — resulting
in almost $1Trillion in losses

10 Million Americans were victims of fraud last year
This amounts to over $300M of online fraud last year alone

Hacking into web sites and stealing passwords continue to be a
main focus of fraudsters

Static Passwords are not secure: 80% hacked
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Need for Strong Authentication
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Networked entities face three major challenges today.

Theft of or unauthorized access to confidential data.

The inability to share data over a network without an increased
security risk limits organizations.

The lack of a viable single sign-on framework inhibits the
growth of electronic commerce and networked operations.
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Justification for Strong Authentication
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¢ The Initiative for Open Authentication (OATH) addresses these
challenges with standard, open technology that is available to
all.

OATH is taking an all-encompassing approach, delivering
solutions that allow for strong authentication of all users on all
devices, across all networks.

¢ The use of Multi-factor authentication products with an OATH
application will protect against The ATM hacks mentioned
previously.
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http://www.aladdin.com/
http://openauthentication.org/members/aradiom
http://openauthentication.org/members/authenex
http://openauthentication.org/members/bio-key
http://openauthentication.org/members/brtoken
http://openauthentication.org/members/clareity
http://openauthentication.org/members/comarch
http://openauthentication.org/members/cryptomathic
http://openauthentication.org/members/diversinet
http://openauthentication.org/members/dynamicode
http://openauthentication.org/members/ezmcom/
http://openauthentication.org/members/feitian
http://openauthentication.org/members/fireid/
http://openauthentication.org/members/gd
http://openauthentication.org/members/i-sprint
http://openauthentication.org/members/ireth
http://openauthentication.org/members/ironkey
http://openauthentication.org/members/mobilegov
http://openauthentication.org/members/movilok
http://openauthentication.org/members/nagraid
http://openauthentication.org/members/nordicedge
http://openauthentication.org/members/phonoclick
http://openauthentication.org/members/pointsharp
http://openauthentication.org/members/smartdisplayer
http://openauthentication.org/members/toppanforms
http://openauthentication.org/members/actividentity
http://www.entrust.com/
http://openauthentication.org/members/infoserver

Authentication Algorithms

-Event-based OTP

-Based on HMAC,
SHA-1

-IETF RFC 4226
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Open and royalty free specifications
Proven security: reviewed by industry experts

Choice: one size does not fit all

-Based on HOTP

-Challenge-response
authentication

-Short digital signatures
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-Time-based HOTP
-Submitted to IETF
-Standard completed 2011
-IETF RFC 6238
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Token Innovation and Choice
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HOTP applets

on SIM cards

and smart-
cards
e
OTP soft token
OTP embedded on mobile g -
. . | >
in credit card phones I

OTP embedded in flash
devices

OTP Token HOTP
456892 "'Oath"'

Ty 50+ products shippin Multi-Function Token
P Pping (OTP & USB Smart Card)

Soft OTP Token
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http://froogle.google.com/froogle_url?q=http://www.expansys-usa.com/product.asp?code=111495&fr=AD218YguFYhgHO-pH_hh6NKROZIY3Mc8C1klr6QKcatrf0Qqt2dQVlIAAAAAAAAAAA
http://images.google.com/imgres?imgurl=http://www.activcard.com/activ/images/newsroom/activcard_smartcard_vert.jpg&imgrefurl=http://www.activcard.com/newsroom/image_gallery.html?m=1&h=500&w=324&sz=50&tbnid=KadBFKBNCYwJ:&tbnh=126&tbnw=82&start=2&prev=/images?q=activcard&hl=en&lr=&ie=UTF-8

One Time Password Devices
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Initial Applications

 Financial — Most
Governments have
demanded more than
static passwords

 Online Authentication
* Physical Access

v SWISS COMPETENCE
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One Time Password Devices = =  BlEL evrorcE | @XUS

Subsequent Applications
« Contactless Payment

« Secure Network Access
* E-wallet application
Mobile Banking
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Layered Approach to Security =~  BREEL _evrorcs 1@ XUS

Applications
« OTP
* Pin Activation
« Challenge/Response
* Physical Access
« Contactless Payment
« Secure Network Access
Cards will be used for:
« EMV Payment
* Debit Cards
« Single sign on and multi app
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Payment and Authentication _»~~"  WN&&& “vrorcz | p@XUS

*Recent certification by MasterCard
announced at their Debit Conference In
Budapest last summer.

Announced WW promotion at RSA
Conference last month

C€ FOR DEMONSTRATION PURPOSES ONLY  Nagrad 120028 w10 .VISA trlallng a Plnpad OTP Card |n
VISA “ Europe at 9 different banks

AUTHORISED SIGNATUR!
ELECTRONIC USE ONLY

@0 OO *EMV for secure payment application

*OATH authentication device as well
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Information Display Card uses EXxisting
Infrastructure nagra|b; . “enrorc: 1@ xXus

Standard EMV chip technology updates the information every time the card is authorized online.

1. Customers insert the payment card 2 Merchant(acquirer) terminal requests the

n the POS terminal and input their PIN payment authorization from the issuer through the
o pay for their purchases. MasterCard payment network.

Authorization
& MC Script

4. Acquirer terminal receives approval code and 3 Card issuer processes the request

xecutes the EMV script to update information and replies the acquirer with an
n the cardholder’s display card. approval code + an EMV script
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How it Works e
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Business \

Client Business

1

e client calls an The establishment Once the card The establishment
tablishment to gives the client a verifies the verifies the clients
make a high verification code challenge code it response cod
valued transaction (challenge) to generates a and the requg
over the phone enter into the response code can securely
TOUCH Keypad completed o
on their card the phone
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Support for Multiple Business Function
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3D Secure J EMV/CAP J Contactless Card J Loyalty J
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‘ Application / Service

Cardholder

., CannokerName

e Authetication Server

OOOOOO e
COOOCO @ . EMV/CAP
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¢ Cardholder

¢ Ease of use
» One card

= No additional
hardware

Convenient
Increased security
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¢ Card Issuer
Reduced cost
Increased security

Market
differentiator

New applications

Adopts to existing
card issuing
processes
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ISSUER BENEFITS:

Increased Revenues
*Reduced Cost
GGreener

*Reduced Fraud
‘Many Competitive Advantages

CARDHOLDER BENEFITS

eSecurity
Control
Convenience
*Peace of mind
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Demonstration e -
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End of Presentation

hank You For Your Attention

Enforce

3 Avenida 12-38 Zona 10
Edificio

Paseo Plaza Business Center
Nivel 6 Oficina 602

T: 786 375-8139

W: www.enforceti.com

Nexus

Arstaangsv. 19 B
SE-100 74 Stockholm
Sweden

T. +46 (8) 655 39 00

W: www.nexussafe.com
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NagralD Security
8615 Washington Blvd
Los Angeles, CA 90232
USA

t: (310) 841-2939

W: Www.nidsecurity.com
e: info@nidsecurity.com
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http://www.nidsecurity.com/
mailto:info@NIDsecurity.com

