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An ongoing study into the world
of cybercrime that analyzes
forensic evidence to uncover
how sensitive data is stolen
from organizations, who’s doing
it, why they’re doing it, and, of
course, what might be done to
prevent it.

2012 DATA BREACH INVESTIGATIONS REPORT  §
i
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Threat Agents

Figure 10: Threat agents over time by percent of breaches
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Threat Agents vs. reached Records

Figure 13. Compromised records by threat agent, 2011

173874419 55,493 153,002 403

External only | Internal only | Partner only Multiple
agents
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Threat Agents : External

Figure 15: Motive of external agents by percent of breaches within external

: : : 96%
Financial or personal gain

Di t test
lSEgI’EEITIEI'I EIF|IIFI:I 25 25%

Table 5: Varieties of external agents by percent of breaches
within External and percent of records

Fun, curiosity, or pride

239, All Orgs
Organized criminal group B3% | 35%-
Grudge or personal offense Unknown 10% | 1%
Unaffiliated person(s) 4% | 0%
B A0 B Lorger Orge Activist group 2% | 58%+
Farmer employee (o langer had acce 1% | 0%

Helative or acquaintance of employee | 0% 0%
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Threat Actions

Figure 17. Threat action categories over time by percent of breaches and percent of records

2011

Malware 69% /95%
Hacking 81% /99%
Social 7% [ 37%
Misuse 5% /<1%
Physical 10% [ <1%
Error 1% /<1%

Environmental

0% /0%
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Figure 26. Categories of compromised assets by percent of
breaches and percent of records

Servers

64% [ 94%
User Devices 60% /35%
People 7% [34%
Offline data [ 3% /<1%
Network infrastructure |<1% /<1%

Unknown | 1% /1%
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Asset Hosting, Management, Ownership

Figure 29. Hosting of assets Figure 30. Management of Figure 31. Ownership of

by percent of breaches* assets by percent of breaches* assets by percent of breaches*
0% — Mobile 0% — Customer-owned
30, B (g-located m Co-managed

N Partner-owned
%Y External

Employee-owned

LYY External

91% Corporate

EOEEY Internal (victim)-owned

I8N Internal

Verizon caseload only Verizan caseload only Yerizon caseload only

XXVII Bank Security Conference CelRes 2012



—

. CELRES 2012

Figure 36. Difficulty of initial Figure 37. Difficulty of subsequent
compromise by percent of actions by percent of breaches
breaches and percent of records* and percent of records*
Unknown (47%) 6%  Unknown
0% High High (61%)

Moderate (16%)

Moderate (37%)

3P Low (37%)

49% N
2%, " \lory low 2%, —mm— \lory low
Verizon caseload only Werizon casaload anly

XXVII Bank Security Conference CelRes 2012



0977504 @

FEDERAOION LATINOAMERICANA OF BANCDS

“CELAES 2012

Attack Targeting

Figure 38. Attack targeting by percent Figure 39. Attack targeting by percent
of breaches and percent of records* of breaches and percent of records
- LARGER ORGS*
5% Unknown

15%
Unknown

16%
Targeted

35%
Opportunistic

50%
Targeted

(63%)

79%
Opportunistic

Verizon caselaad only Verizon caseload anly
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Timespan of Events

Seconds Minutes Hours Days Weeks Months Years

Initial Attack to Initial
Compromise

10% 75% 12% 2% 0% 1% 0%

Initial Compromise to
Data Exfiltration . . . . .

8% 38% 14% 25% 8% 8% 0%

Initial Compromise @ . . o
to Discovery

0% 0% 2% 13% 29% 549+ 2%

Discovery to ® . . .
Containment/Restoration

0% 1% 9% 32% 38% 17% 4%
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Recommendatlons

Eliminate unnecessary data; keep tabs on what's left

Ensure essential controls are met; regularly check
that they remain so

Monitor and mine event logs

C L <«

Evaluate your threat landscape to prioritize your
treatment strategy

Refer to the conclusion of this report for indicators
and mitigators for the most common threats

<
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Christopher Novak

Verizon, Investigative Response
914-574-2805
chris.novak@verizon.com
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