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New Challenges

CBS: Threat Prevention
CBS: Continuous Pentesting




Protect the DATACENTER...
Easy or Complex?




Better laughter through electronics: Steven Jobs (left) and
Stephen Wozniak examine their latest creation.
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Border Routers 0 0 s

Firewall Cluster

% Q Public Zone Routers

103.7.1.1

ublic Zone - Community VLAN99 [}

[ pVLAN9S y_. | pVLA \‘LL‘F-. [ pVLAN994 -‘

103.7.1.12 103.7.1.14

Customer Firewall

Customer Firewall

Customer Firewall

e TN — (__Private Zone VLAN104 |
(_ Private Zone VLAN101 (] (" Private Zone VLAN1O0Z || (__Private Zone VLAN103 ] J

Customer 1 Zone Customer 2 Zone Customer 3 Zone Customer n Zone




Do You
Want to
Knowa
Secret?




CONFUSED?
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Relative Program Maturity
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Companies and information

The leaky corporation 1
Digital information is easy not only to store but also to leak. Companies
must decide what they really need to keep secret, and how best to do so

Feb 24th 2011 | from the prnint edition ¥ Tweet 46 Kl Me gusta 2

Is already happening...
The 2012 combined dataset represents the largest we have ever
covered in any single year, spanning 47,000+ reported security

Incidents, 621 confirmed data disclosures, and at least 44 million J
compromised records '

>

p— N
= C Jasoniford i

VERIZON 2013 DataBreach Report
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“A picture of your DATACENTER Today” = 3 3

The Endless Datacenter
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FROM ... TO ...

2013: REAL LIFE
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CYBER DETECT: Threats

We are dealing with three fundamental issues...

Cost

Complexity

Craft

* Credit Card Numbers
* AccessCredentials

* |ntellectual Property
* Business Processes
* Web

Inability to respond internally: time, resources, specialized

tools and volume of data

* Variety of products/services focused on searching for

specific types of abuses
= Sources and methodologies

Reorienting strategy from root cause analysis to resistance

and detection, discovery of the motivations behind the threat,
and the business impact

*Phishing
*Malware
*SPAM
*Botnets
*Social

Engineering
*Cybersquatting

*Hacking * |nsiders

sAPT * Competitors
*DDOS » Hacktivists
*Trojans * Organized Crime

* Nation States
* Hackers

28

* Financial
* |deology
» Politics

* Prestige

* Competitive
Advantage

Gain

Velefonica




CYBER DETECT: Threats
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LA DEEP WEB
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Entramos resultados que
Google ha suprimido,
paginas con HOneypots,
Pornografia, Freehive,
canales como 4Chan y
Video Stream.

Nivel 3

Los usuarios rosan lo
ilegal usando programas
como Ares,Utorrent, este
nivel ya se encuentra
dentro del Deep Web.

usuario es detectado, puede
recibir anos de carcel por el
solo hecho de estar en estos
sitios con Pornografia infantil.

Nivel 5

Se caracteriza por dos
cosas: El nivel de maldad,
o ilegalidad, se traficaba
cuerpos muertos y organos
de ninos

Nivel 6

Los mejores hackers
logran acceder el
riesgo es muy alto a
que te descubran se
puede encontrar sui-
cidios y muertes

A 28N 20N




Telefénica Digital CiberSegU ridad MSFE Holdina Groun _l Alberto Rosillo »  Cerrar sesion

Panel de control Detecciones Entregas Buscar

Estado general

Frapde nivel Dlsrupclnp il !'-‘rnpledad avel  Reputacion
online 49— del negocio medieintelectual bae  ymarca
Bl carding 2det [ Actos organizados 1 det Robo de informacion 2 det Usurpacion de dominios 1 det
Phishing 12 det Suplantacion de identidad 5 det Canales no autorizados 7 det Contenidos ofensivos 3 det
Mobile Malware 3 det Robo de credenciales 0 det

Evolutivo de estado general = 'sﬂ @

Abr. 2012 May. 2012 . 2012 Jun. 2012 Ago. 2012 Sap. 2012 Oct. 2012 Now. 2012 Dic. 2012 E 20 b. 2 ar. 20 Abr. 20

Ultimo afic Ultimo mes lltima semana
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Why do we think that “the bad
guys” will be targeting us when WlGO?

we are prepared for it....
INGA




CBS: Continuous Pentesting

Service Web Console

A . @ A o

Vulnerability Vulnerability Penetration Application Compliance
Alerts Assessment Testing Security

Get Alerts of new Security expert Source code PCIl Scanning
vulnerabilities manual task analysis
Persistent '| ;

I
| Scanning E
|

Targeted
Scanning
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Traditional Pentesting

ONE SHOT e Vulnerabilty
Test Thiea e Tast (Threat 3)

(BUFFALO) Threat 1 Threat 3 Tast Threat 4 Detected
Threat 1 l Threat 2 l Th riat 2 Threat 4 l

SCAN SCAN
24/11/2013 - 29/11/2013

07/11/2013-12/11/2013

) i ) i

03/11/2013 11/11/2013 17/11/2013 24/11/2013 30/11/2013
01/11/2013 Vulnerabilty Vulnerabilty
(Threat 2) (Threat 1)
Detected Detected

Velefonica
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FaaS

Projects
M anagement

Projects
Database

FaaS to FCS Interface

T

Account
M anagement

FCS to FaaS Interface

- Project manager

Pentester Core
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—_

Targets Task
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Continuos Pentesting

Vulnerabilty

Vulnerabilty
(Threat1) (Threat 4)
Detected Test Vulnerabilty Detected
HORSE Test Threat2 (Threat 3) Tast
(CONT/NUOUS) Threat 1 Threat 3 Test Ostected Threat 4
Threat 1 Threat 2 ThrIt 3 Threat 4

SCAN O SCAN 1 SCAN 2 SCAN 3 SCAN 4 SCAN 5 SCAN 6
01/11/2013- 05/11/2013- 09/11/2013- SEVIEVZIER 17/11/2013- 21/11/2013- 25/11/2013 -
05/11/2013 09/11/2013 13/11/2013 17/11/2013 21/11/2013 25/11/2013 29/11/2013

03/11/2013 11/11/2013 T 24/11/2013 30/11/2013
17/11/2013

01/11/2013 Vulnerabilty
(Threat 2)

Detected
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Pentesting 2.0
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Manager EN antonio.guzman@11paths.com

Dashboard
5can 1 2 3 4 5 yi 3
Select Validate Select Scan Select Select Select Confirm
Resources domain Domain Scan SETUp Discoven Analysis Exploiting
type Test Tests Tests

Ativities

Open directories analysis

Detection of zone transfers in DNS

Detection of files that have been generated by management tools causing information leakages
User detection within URLS

Analysis of enabled and implemented methods in web servers
Fingerprinting

Analysis of public files

Evaluate the information provided by robats.txt and humans.tit files
Detection of misconfigured modules in the server

Domain predictability

Searching for exploits

Detection of 11S vulnerabilities

Extraction of metadata from public files

Security analysis of Digital certificates

Detection of CMS vulnerabilities

PHP Analysis

e e N A L S A A S L L S L L

Detection of cloaking







